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Motivation

Senvices

Mobile services have not matched the growth of the Web

— Only 9% of mobile users use ‘the mobile Internet’ (J. Nurmela et al. 2004,
Statistic Finland)

Success of the Web (among other factors)
— Easy to use
— Easy to create

Mobile services

— Unknown to users
— Difficult to use

— Not trusted

— Difficult to design and deploy (especially for “small” service providers,
e.g. SMEs, local government departments, NGOs, individuals)




Design goals for SMS

Mobile services have to be:
— Simple to find

— Simple to use

— Simple to trust

— Simple to develop

Aim 1: Simple to Find

“Scoped services”

— Providers of SMS will target specific environments of interest to specific
classes of mobile user performing specific activities
» The scope of the service
— Users will choose from a small set of services appropriate to their
current activities and environment
» Precise targeting is attractive for advertisers

» Services targeting specific locations can be advertised through posters,
signs, leaflets and electronic displays




Aim 2: Simple to Use

Automatic authentication, configuration and personalization

User interfaces and content automatically adapt to terminal
characteristics

One logic for multiple environments and networks

Aim 3: Simple to Trust

Simple Mobile Services will be trustworthy

— End-to-end standards-based mechanisms for positive user
identification, authentication, and data encryption (on terminals and
during transmission)

— Security and privacy characteristics taking account of provider and end-
user requirements
» Ease-of-use
» Easily understandable security options

» Collaboration with the Discreet project (strategic objective 2.4.3: “Towards a
Global Dependability and Security Framework” ),




Aim 4: Simple to Design and Deploy

Development for all
— Automated code generation

— Development environments for non-experienced programmers
* No more and possibly less complex than current Web authoring tools

Barriers to be removed

The key technologies required for SMS are already in place

The main obstacles are not technology but the lack of
standards and standards-based tools — and more important
still — the absence of the millions of small providers who have
driven the Internet explosion

Specific impediments

Lack of attractive services

Difficulties in finding services
Complexity of use and configuration
Low levels of trust

Complex development and deployment




The legacy from Simplicity

The IST Simplicity Project (1/1/04-31/12/05) developed and
evaluated tools, techniques and architectures enabling users
to customize devices and services with minimal effort
(http://www.ist-simplicity.org/)

— The Simplicity User Profile (SUP)
» User preferences/data accessible shared by different services,
» Accessible from different terminals/networks

— The SUP resides in a Simplicity Device (SD)
* Hardware (enhanced SIM card, Java card , USB stick, etc.)

» Software (a virtual card, i.e., a network location where user preferences can
be stored and retrieved)

The legacy from Simplicity

The user plugs the SD into a terminal, customizing terminal,
services and networks

— Different users using the same laptop see different working
environments, software tools, connection services, etc;

— The same user using different terminals sees the same personalized
working environment (adapted to the characteristics of the terminal);

— Users can suspend and resume running applications/sessions

— Users can automatically select services appropriate to specific locations
and triggering of home/building/public-space functionalities
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Accessing SMS: user profiles

stored in the Simplicity User Profile (SUP)

SMS will be available to any user, using any kind of terminal,
regardless of the network to which the terminal is connected

SMS services are accessed by means of the Simplicity Device

— atrusted, secure device, that includes a tamper-proof SIM card,
providing ubiquitous access to the user’s identity, preferences and data,




Context-awareness and localization

SMS development tools will enable service providers to
associate services and commands with specific contexts

— Services will address specific classes of user with specific preferences,
performing specific activities, related to specific environments (the
scope of the service)

— Scope information will be stored in “service profiles”

— During service execution, components in the terminal will interact with
localization technologies, smart spaces elements and server-side
context provisioning services, to determine the user’s current context

Localization
— Independent of any specific localization technology

— Geographical coordinates (combination of GPS, triangulation from GSM
base stations, and triangulation from Wi-Fi access points)

— Proximity to labelled devices located in the environment (RFID tags,
UWB transponders, Wi-Fi access points)

— Transformation of raw location data into a standard and easily
exploitable form

Security and privacy

Improve usability and flexibility
— Integration of security and privacy mechanisms into the authoring
process
— Exploitation of context information when deciding on security and
privacy levels
— Flexibility in choosing security and privacy levels
» users explicitly choose the degree of privacy they require
» the choice is presented in easily understandable terms

Security of the Simplicity device (as a SIM card)

— Executing security primitives and other critical application parts on the
GSM SIM card provides good security

— High-end cards — for instance 3G UMTS IC cards (UICC) —overcome
some of the limitations of ‘traditional’ smart-cards




Service discovery and real-time adaptation

SMS services are placed in service repositories (“published™)

The discovery process is initiated by the SMS user

— service repositories addressed during the discovery process will depend
on user context, and on the user profile and policies residing in the
user’s Simplicity Device

Once the service is discovered, it is offered to the user in a

context-sensitive way, dynamically adapted to changes in

user context

Human-computer interaction

SMS used in situations where the user has little attention to
dedicate to the device

— Human-computer interface eliminates unnecessary “navigation”,
ensuring that users quickly recognize services and commands and they
can easily control system and service behaviour




Development

Component-based approach
— Leverages the use of pre-existing “service templates” as building blocks
that describe the different aspects of the service to be developed

* Mobility templates (e.g. context-discovery, location-determination and
tracking functionality)

» User interaction templates (e.g., specific ways of presenting and retrieving
information towards the user)

* Web service templates (incorporation of Web Services, e.g. news, weather
reports, product catalogues etc.)

Creation, composition and tailoring of templates
— A high-level model of the service is created using UML (Unified
Modelling Language)

* Platform-Independent Model (PIM), not dependent on hardware and software
platforms

— PIMs are transformed into Platform-Specific Model (PSM); MDA

Development

SMS templates=collections of Platform Independent Model
(PIM) fragments
— Still too complex

Further simplification
— User-friendly Web-based Service Creation Wizard
— Service creation components are presented to the developer in a user-
friendly manner that allows for visual service compaosition
Code of the wizard based on
* an intermediate process description language
* and on alanguage for describing user interface components

Service code can then be transformed to create several platform-specific
versions (PSM) of the same service




Development

Runtime execution

Match

— user profiles, stored in the Simplicity Device
— user’s current context

— information in the service profile

User interface gives priority to services whose profile
matches the user’s profile and current context

— Example of user rushing to a departure gate at the airport->
system will limit itself to providing directions to the gate, and
announcing the time left till the gate closes

— Simple mechanisms in the user interface will allow users to override the
“default context”
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Technical Objectives

Novel models of human-computer interaction, designed to meet the specific needs of mobile users
Standardized representation of user profiles describing static and dynamic characteristics of the user
Standardized service profiles, allowing the association of services with specific users (or user
categories), activities and environments

Standardized methods making it possible to define environments in terms of arbitrarily defined physical
areas

Semantic technologies guaranteeing interoperability between profiles developed by different providers,
using different data representations

New solutions for service discovery by end-users, ensuring effective matching between service profiles,
user profiles and user context

New solutions for service discovery during the service “authoring process”

Effective techniques for service composition, during the authoring process and on the fly during use of
services

Decoupling user context-related info that changes dynamically from business logic, thereby facilitating
service development

Novel tools allowing “easy authoring” of services by non experts, based on a model-driven approach
Standardized mechanisms (based on an optimal functional partitioning between SIM card-, handset-, and
server-based security services), allowing users to securely transmit sensitive commercial or personal
information

User-centered management of security and privacy options providing users with all necessary
information about the consequences of their choices; novel security concepts, based on the assignment
of gradual (continuous, not binary) trust “ratings” by the service user community; decentralized security
concepts

Integration of basic security mechanisms into the Simplicity Device, improving security and privacy by
tying security mechanisms to the SIM card
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Validation

Develop user scenarios

Conduct focus groups with end-users and potential service
providers

Test a subset of these scenarios using Wizard of Oz
prototyping techniques

Develop alternative business models for deployment of SMS
Verify the attractiveness of these models to potential service
providers

Pilot trials

— to test effectiveness and user acceptability of the SMS framework
* Athens International Airport
e campus of Universita di Roma Il

Workplan

WP 2: Operational, Business and
End-User Requirements

WP 3: System Architecture

WP 5: Integration

WP 6: Evaluation and Trials

WP 4.1 WP 4.2 WP 4.3 WP 4.4 WP 4.5 WP 1 WP 7
End-User Service Service Application, Privacy Manag. | Exploit.
Components Provider Authoring Usability and Security & Planning
Components Wizard Interaction and Dissem. and
Design Trust Business
Develop.

13



UNIVERSITY OF ROME “TOR VERGATA"
Department of Electronics Engineering
Viadel Politecnico, 1 - 00133 Rome - Italy

Nicola Blefari M elazzi, Ph. D.

Full Professor of Telecommunications

phone: +39 06 7259 7501  e-mail: blefari@uniroma2.it
fax:  +3906 7259 7435  http://www.eln.uniroma2.it/Blefari-Melazzi/

14



