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Executive Summary 

This deliverable provides the initial system architecture specification for SMS project. 

The deliverable starts by discussing the overall vision and approach of SMS (Section 1). The 
primary objective is identified in producing tools that enable users with limited technical 
expertise to build, deploy and offer services based on mobile devices (mainly smarphones and 
PDAs). The high level assumptions about the service provisioning infrastructure are 
outlined: SMS will not be a single portal or a single service offered by a single organization, 
rather SMS will propose a “concept” and a set of tools/technologies. An “Open garden” 
approach is considered, there will not be a predominant or even exclusive role of an operator, 
but different players will be able to offer services based on SMS concepts and technology. As 
for the underlying connections, depending on its capability the mobile terminal will be able 
to exploit and combine the largest possible set of wireless communication technology. The list 
will include, but is not limited to: circuit switched GSM /UMTS, cellular packet access on 
GPRS/UMTS, wi-fi, Bluetooth, near field communications (e.g. RFID). As for the target end-
user mobile devices, SMS mainly focus on devices that will be wide spread in a one to two 
years time frame. Therefore mobile phones that are in the “high-end” market today are OK, a 
typical example can be a Java enabled phone with Bluetooth, UMTS and a WLAN interface. 
Given this requirements, also PDAs are likely able to run SMS services. It is important for 
SMS to integrate with existing services. For, we can classify the existing services in two 
classes: a) services directly offered to a human user trough a web interface; b) services that are 
offered to other machines through a SOA (Service Oriented Architecture) “web services” 
interface. As for services directly offered to a human user trough a web interface, SMS will 
support using and augmenting existing services (e.g. all web sites existing in the internet in 
this moment) with easy accessibility from mobile devices and context awareness features. As 
for Service Oriented Architecture, we assume that the SMS architecture can both exploit 
existing “web services” and can offer SMS features as “web services” to the external world. 
SMS includes multimodal/multidevice and pervasive services which are typically 
implemented using various devices, peripherals, sensors/actuators, ad-hoc and unlicensed 
networks (bluetooth/zigbee). A multimodal user interaction should be used wherever 
convenient. For example a user could receive a phone call when this is simpler in order to 
confirm the booking of a ticket rather then interacting with limited screen capability. The 
context of use of SMS services (on the move while engaged in some other task) requires that 
each interaction is fast and short lived, therefore each interaction is not sufficient to complete 
more complex high level tasks such as ‘shopping’, ‘wayfinding’, ‘travel’ etc. SMS will 
explore how context support can be used to develop services with reduced interactional 
complexity for the end-user. Coming to the service authoring, in order to support the “non 
expert” user that wants to build a mobile service, an SMS “Service Authoring Wizard” will be 
developed. The ‘Service Authoring Wizard’ will offer a wizard-like interface which the 
(non-expert) user will use to make the necessary parameterization of an existing SMS 
template and thus finally deploy a service based on it. On the other hand, an “expert” user 
with programming skills will make use of the SMS “Advanced Service Authoring and 
Modelling Tool”. It will offer a richer functionality with which the advanced (expert) user will 
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be able to create complex SMS services from existing service components (that have been 
developed separately by programmers). UML approach modelling approach will be used at 
this level, by defining an SMS UML profile. Existing UML/MDA tools will be used to the 
maximum possible extent, so that the SMS “Advanced Service Authoring and Modelling 
Tool” will be able to build upon the composition of existing UML/MDA tools with proper 
customization and enhancements. 

Section 2 outlines the general architectural approach of SMS. Four main elements are 
introduced and discussed: the SMS Component Services, the SMS Service Execution 
Platform, the SMS Service Authoring Platform and the “NON-SMS Service Elements”. An 
“SMS workflow” combines existing Component Services into a more complex Component 
Service or into an “end-user” service is presented. The difference between an “undeployed” 
workflow and a “deployed” workflow is discussed. 

Section 3 delves into the details of modeling services and service composition in SMS. It 
presents the UML modeling methodology and the relationships between the Authoring 
Wizard level, the High-level modeling for expert users and the level of “executable code” that 
can run on the SMS service execution platform. The UML representation of component 
services and component services interfaces is introduced. The mapping between this SMS 
UML representation and the WSDL1.1 representation used in SOA (Service Oriented 
Architecture) “web services” is defined. Finally, this section reports an example of the UML 
representation of an SMS component service. 

Section 4 addresses the fundamental issue of Service Discovery. Three types of Service 
Discovery are considered: End-user Service Discovery, which should allows a user to find 
the needed and suitable service in a very fast way and with minimal effort; Component 
Services Discovery which is needed during the service authoring process to build complex 
service or component services out of existing component services and during the service 
execution phase to find a binding to a required instance of a component services; Local 
Service Discovery which is needed by the mobile device to establish the physical and/or 
logical connections with the resources available in a given environments (including for 
example networking resources, computing resources, other devices, displays…). The SMS 
works focuses on component service discovery and on end-user service discovery. A Service 
Discovery architecture is presented, which is an abstraction layer to existing Service 
Discovery technologies (e.g. JXTA, Web Service Discovery, RMI…). Finally the end-user 
service discovery is considered, with the discussion of algorithms for matching user profile 
and context to service profiles. 

Section 5 deals with modeling context information in SMS. The approach is based on UML 
and it extends the previous results of the IST Simplicity project in defining a context model 
with ContextUML. Context UML provides a meta-model not only for context but also for 
context aware services, but it is only a conceptual approach. We integrated ContextUML with 
some concrete results from the Simplicity approach. UML is used to model context 
information in a consistent way on 3 different levels of abstraction (meta, model and 
instance). The resulting UML model can be used to derive context modeling using other 
languages, e.g. XML-related standards like 3GPP. The status of the ongoing process of 
categorization of context information for SMS is finally presented. 
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Section 6 is about the architecture implication of Security, Privacy and Trust (SP&T) on the 
SMS architecture. Several security aspects, in particular privacy concerns and trust 
establishment, have implications on the architecture on several levels. SMS aims to integrate 
these aspects in the architecture at the earliest possible stage. Among the most interesting 
aspects, SMS deals with supporting SP&T in the service authoring process and with a user 
centered security design which takes into account how SP&T are handled in User Interfaces in 
order to provide a convenient way to use the security features and to give the user the proper 
feeling of security. This section does not yet provide concrete results, but it outlines the 
direction of work for the WP3 (Architecture) and WP4.5 (Security). 

Section 7 provides the catalogue of currently defined SMS component services and their 
interfaces. It represents the current snapshot of the ongoing definition process. It is expected 
that new component services will be added and the existing ones will be refined during the 
project lifetime. 

Section 8 deals with Software Engineering methodologies for realizing context awareness in 
SMS services. It is only meant to indicate direction of further work of WP3. 

Four additional separate documents are an integral part of this deliverable. These documents 
reports on the analysis of “State of the art”’ which has been preliminary performed on the 
following topics: Context modelling, Web frameworks, Service discovery, Location based 
services. The documents are respectively referred to as Appendix A, B, C and D. 
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1 Overall Vision and Approach 

1.1 What is primary objective of SMS architecture 

The aim of SMS project is to create innovative tools enabling a new class of services, ad-
dressing the specific needs of mobile users and enabling individuals and small businesses 
to become service providers. They will be easy to set-up: the tools used for service authoring 
will be no more complex than current Web authoring tools  

SMS provides tools/support for easy creation, publication and dissemination of mobile 
services. Users with no technical background should be able to act as service 
developers/providers themselves and exploit existing services for the creation of new services 
that are customized to their specific needs. SMS enables sharing and reusing of service 
descriptions within a trusted community of service providers. 

The SMS services are simple to use by leveraging for example context awareness, user 
profiles and social networking (e.g. for collaborative filtering, social bookmarking etc)”. 

SMS services include Security, Privacy and Trust (SP&T) features. These features will apply 
to each SMS services depending on the type of the service, moreover the end user will benefit 
from SP&T features according to its own requirements. 

The main technical focus of the project is to provide simple conceptual models and underlying 
tools for supporting the “non-expert mobile service developer”.  However, SMS will also 
offer additional support for “expert” software engineers to allow full access to the features of 
the underlying systems (e.g. exploiting context-awareness, usability, personalization). 

1.2 Very high level assumptions about the service p rovisioning 
infrastructure 

·   Who is able to create SMS services and where do the services reside ? 

We agree on an ‘Open Garden’ approach for internet services, no predominant role of operator 
nor of a single service provider, nor of a single technology provider. 

SMS is not a single portal or a single organization. SMS is a set of technical specifications 
defining an architecture, the reference interfaces, a language/tool for authoring context aware 
mobile services. SMS project will define a SMS “service execution platform” with 
components on the “server” side (i.e. on any host that can be accessed on Internet/Intranet) 
and on the “mobile” side (i.e. on the end-user device). 

Each service provider will have its own SMS server (based on the SMS service execution 
platform) or use a server provided by a third party. Similarly each service provider will use its 
own or third party service creation tools (based on the Service Creation/Composition 
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Platform). There will be no centralized server or service creation tools (except as an initial 
implementation). 

SMS is a federation of homegrown entities, rather than a new super ISP type entity. 

SMS is not an actor. SMS “provides” core features, publicized as services, to aid others actors 
to build SMS services. The expression “SMS provides” means that the middleware that allow 
to create an SMS network, includes these core features (e.g. features to implement payment 
services, authentication services, resource management services and so on). 

The SMS project will produce an Open Source release of the SMS components and 
middleware developed in the project. 

1.3 Underlying network connecting clients-servers-p eers  

·   What do we envision in terms of the underlying network connecting clients/servers/peers ? 

The SMS architecture considers all the following “connections” between the mobile device 
and the external world.  

The SMS demo may include a subset of this list. 

·  Mobile devices access services provided by “SMS servers”: 
o on Internet,  connected via GPRS/UMTS 
o on Internet/Intranet, connected via WiFi access points 
o via Bluetooth  
o via Short Message Service  

·  Mobile devices can access services from other mobile devices  
o on Internet,  connected via GPRS/UMTS 
o on Internet/Intranet, connected via WiFi access points 
o as part of ad hoc (Bluetooth, Wifi) interactions  
o via Short Message Service  

·  Mobile devices interact with RFID tags to get sensory information (i.e. the mobile de-
vice has an RFID reader) 

·  Mobile device can interact with RFID readers (i.e. the mobile device has a RFID tag or 
chip) 

1.4 Target end user devices  

·   How far in the future are we looking technologically (i.e. do we want to work with current 
mobile phones/ users, or are we anticipating the arrival of something high end in the future 
that’s always connected, largely free to communicate with etc.). 

The main SMS target are mobile phones that can be widespread in a two years time frame. 
Therefore mobile phone that are in the “high-end” market now are acceptable candidates for 
use in SMS. Typical examples are Java enabled phones with Bluetooth, GPRS/UMTS and 
optionally a WLAN interface. Given this target also PDAs are likely able to run SMS services 
(but we should avoid to rely on PDA capability which is currently missing in phones). 
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The support of “low-end” mobile phone is not a central element in SMS project. Specific 
scenarios can be proposed and the cost/benefit trade off will be analysed before any potential 
implementation activity. 

1.5 Support and augmenting of existing services 

An SMS component service can be either a “native” SMS service or a wrapper to an existing 
service. For our purpose, we classify the existing services in two classes: a) services directly 
offered to a human user trough a web interface; b) services that are offered to other machines 
through a SOA “web services” interface. 

1.5.1 Services offered to a human user trough a web  interface 

As for services of class a), we expect to support using and augmenting existing services (e.g. 
all web sites existing in the internet in this moment) with easy accessibility from mobile 
devices and context awareness features. Note that automatic adaptation of presentation for 
existing web portals would be main responsibility of the web browser (e.g. Opera) to some 
extent or to other server side adaptation mechanism which we can exploit (but SMS project is 
not focusing on this). On the other hand SMS is interested in wrapping existing services (or 
combinations of services) with a simpler, more streamlined presentation so that the user could 
just focus on “interaction with the service”, rather than “browsing the web pages”. 

SMS architecture will support existing services directly offered to a human user trough a web 
interface in two ways: 

(1) SMS architecture will provide means to create a wrapper to an existing web site and then 
publish this as a component service that can reused within the SMS service authoring system 
by non-expert users. This is even simpler if the site offers a “mash-up” API [1]. 

(2) SMS architecture will provide means for the developer of a web portal to add support of 
context awareness and interaction with SMS features.  

Example for (1): assume you have an airline reservation portal, where you have to insert a lot 
of information like personal data, place / date / time of start, arrival place, preferences (cheap, 
first class…). Most of this information can be derived from context using SMS architecture 
(the SMS architecture takes care that derivation of context information is performed under the 
proper constraints related to Security, Privacy and Trust). An expert programmer, using SMS 
tools can create a wrapper to the existing airline reservation portal that exploits context 
information to simplify the process of reservation from a mobile phone. The result of this 
work can become a component service and it can be made available through the Service 
Authoring wizard GUI to the “basic user” that wants to use it as a component. The main 
problem with this approach is that the http interface of the web site can change, making the 
wrapper useless, so it should be updated each time the web interfaces changes. Mashup APIs 
[1] are exactly meant to provide access to existing web site in a more “structured” way. 
Therefore SMS can exploit mash-up APIs wherever possible. 
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Example for (2): take the same airline reservation portal, but now assume that the expert 
developer of the portal wants to ease the life of users accessing with mobile phones using 
context information. The expert developer can exploit a component provided by SMS that 
allows interaction with other SMS components in order to easily retrieve context information 
of the user. Therefore SMS should provide such a component tailored to the platform in use 
by the portal in a way that it should be easy for the expert programmer to integrate this into 
the portal. Note that in this case the expert programmer do not necessarily need to go through 
the Service Authoring GUI. On the other hand the expert programmer could produce new 
service components that allows other “basic users” to include the service provided by airline 
reservation portal into SMS workflows. 

1.5.2 Services offered to other machines through a “web services” interface  

We assume that the SMS architecture can exploit services offered trough a “web service” 
interface. It will be clarified if a web service can directly be seen as an SMS component, or if 
an SMS component will wrap the web service. In both cases these “web services” can be used 
to build more complex SMS component services or SMS end user services. 

1.6 Multimodality on the terminal (and access to ex ternal 
peripherals) 

We should open to multimodal/multidevice and pervasive services which are typically 
implemented using devices, peripherals, sensors/actuators, ad-hoc and unlicensed networks 
(bluetooth/zigbee), etc. We should not limit to terminal-server interactions, we have to 
consider more sophisticated interactions. 

Also the user interaction should be multimodal wherever convenient. A terminal can offer a 
set of alternatives for User Interaction (browser interfaces, Short Messages, chat windows, 
voice messages, voice commands, voice calls…). The most appropriate interface should be 
selected to implement a given services, and in principle this interface can also be changed 
during the service execution. 

1.7 Exploiting context to support mobile interactio n 

Mobile devices have inherently limited display capabilities and interaction affordances.  
Moreover, the context of use (on the move while engaged in some other task) requires that 
each interaction is fast and short lived.  Such interactions are insufficient to complete more 
complex high level tasks such as ‘shopping’, ‘wayfinding’, ‘travel’ etc.  SMS will explore 
how context support can be used to develop services with reduced interactional complexity for 
the end-user.  For example, contextual notions such as location, current time of day and ‘task 
at hand’, may enable the list of available services to be presented in order that they are most 
relevant to achieve the users’ current goal. 

We also define the notions of ‘temporal offsetting’ and ‘long duration interactions’, in which 
user interactions for an ongoing task take place at different times (potentially using different 
modalities or devices) until the user task is completed.  For instance, the user might require a 
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combination of services (such as ticket booking, route finding, map services etc.) to achieve a 
higher level task (travel to a meeting).  Such long running tasks can be initiated, carried 
forward and periodically progressed by the system or the user, until completed.  This requires 
architectural support for context and task meta-data, recording and manipulation of session 
state and persistent storage and interaction with the above. 

1.8 Service authoring 

In order to allow the creation of SMS services from users with a various degree of expertise in 
service creation and deployment, service authoring will be assisted by authoring tools created 
for this purpose. Specifically, two levels of service authoring, ‘non-expert’ and ‘expert’ will 
make use of the ‘Service Authoring Wizard’ and the ‘Advanced Service Authoring and 
Modelling Tool’ development tools respectively. 

The ‘Service Authoring Wizard’ will offer a wizard-like interface which the (non-expert) 
user will use to make the necessary parameterization of an existing “SMS template” and thus 
finally deploy a service based on it. The interface will assist the personalization of messages 
and look and feel and will focus on gathering all the information that is required for the 
deployment of the service in the specific service provider environment. It is expected that this 
authoring tool will be employed for the creation of atomic services or linear sequences of 
atomic services; however, provided that an appropriate SMS template exists, it should work 
for the authoring of any service independent of its complexity. The steps of the wizard may 
include (but will possibly be not limited to) the following: 

·  Service overview and brief presentation. 

·  Display of a list with infrastructure requirements (SMS points, RFIDs, web access to 
interact with remote web services etc.), so that the user can confirm that he meets all 
of them. 

·  Parameterization and personalization of the service components that make up the 
service. 

·  Service testing and deployment. 

The ‘Advanced Service Authoring and Modelling Tool’ will be more sophisticated and 
allow the advanced (expert) user to create complex SMS services from existing service 
components (that have been developed separately by programmers). In this sense, it is also 
essential that the user will be able to define the “work flow” of the complex service. A UML 
modelling approach will be used at this level, by defining an SMS UML profile. 

The SMS approach towards an Advanced Service Authoring and Modeling Tool is currently 
considering two alternatives, one which includes the implementation of a dedicated GUI-
based tool for service authoring and a second one which involves the use for a commercial 
modelling tool instead of a GUI. Both approaches have their own advantages and 
disadvantages which will be detailed below. The basic input for the service authoring activity 
will be the description of the SMS user and service provider components. Since the 
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components will have been specified using UML, the relevant XMI representations can be 
exploited for service authoring purposes. 

In the case of the a dedicated GUI-based tool for service authoring, the SMS components will 
be presented to the service developer in a graphical manner, not as UML components but as 
visual components that can be easily manipulated via the graphical toolset provided by the 
GUI. Please note that “visual programming” is the most dominant paradigm for service 
creation however other approaches are not precluded at this stage of the project. Consequently 
the tool will generate high level source code directed at the various physical components that 
comprise the SMS test-bed.  The main advantage of this approach is that it allows the 
specification and customization of services by expert developers but without forcing them to 
deal with UML. This is especially important because the developer does not have to adhere to 
any meta-model or UML profile in order to design a service. This knowledge is incorporated 
in the functionality provided by the tool. This is in addition to the fact that developer 
communities exist that prefer other modelling alternatives to UML (in the telecom sector as 
well as in more traditional software development). On the other hand this is a more integrated 
approach in the sense that the transition from service design to service implementation is 
encapsulated within the tool. Also it is probable that modifications to SMS component design, 
to the XMI or to the UML standard might trigger (to some extent) the need of a re-engineering 
of the tool itself.  

The second approach assumes that SMS components (in their XMI form) can be loaded into a 
commercial UML modelling tool and manipulated accordingly. This is of course necessary 
only in the case where SMS components have been designed using a different modelling tool 
than the one that will be used for the definition of whole services.  Consequently the service 
design is saved in XMI format and entered in a modelling translation tool which creates the 
actual service high-level source code. The advantages of this approach include increased 
modularity and extensibility, freedom to choose among several modelling tools (provided that 
they handle UML and XMI) and the possibility to exploit an open-source modelling 
translation tool such as UMT (UML Transformation Tool) or AndroMDA.  On the downside, 
this approach requires a UML-proficient service designer which will also have to follow 
certain rules regarding service design in particular regarding the use of certain UML 
stereotypes included in an SMS UML profile that will be used by the model translation tool 
for code production. 

It should be noted that the tool itself does not necessarily need to provide means for 
intervention into service components source code and recompilation of components. The main 
focus is on the integration and composition of existing components into services. 
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2 General architecture concepts 

Figure 2-1 proposes an high level view of the SMS architecture. Four main elements are 
shown, the Component Services, the SMS Service Execution Platform, the SMS Service 
Authoring Platform and the “NON-SMS Service Elements”.  

SMS Service Execution
Platfom

SMS Service
Authoring
Platform

“Legacy”
Interface(s)

GUI

NON-SMS
Service Element

Component Service

Component
Service

 

Figure 2-1: High level view of SMS architecture 

2.1 NON-SMS Service Elements 

NON-SMS Service Elements are for example Web sites or server nodes providing Web 
Services interfaces. The interfaces between the NON-SMS Service Elements and the SMS 
Service Execution Platform is denoted as “Legacy Interface” in Figure 2-1. This interface 
should support as much as different ways to interact with services as possible. One typical 
example is the SoA interaction model, based on Web Services: in this case the interfaces will 
be described with WSDL and the execution will be made using SOAP. Another example will 
be “plain” http/html for classical Web sites with human interaction. 

2.2 SMS Services and Component Services 

Definition of SMS end-user service (short name: "SMS service") 

An SMS (end-user) service is a service used by an end user that somehow exploits the 
capabilities of SMS architecture. 

Definition of SMS component service 
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An SMS component service is a portion of a service or a whole service that can be 
used to create more complex services or component services. An SMS component 
service offers an SMS interface so that it can be composed in a more complex service 
or component services. 

According to these definitions, a component service does not need to be a service, as it can be 
a part of a service that does not make sense alone. A service in most cases can become a 
component service if it can be composed to build other services and it offers an SMS 
interface. 

In general, a Component Service is a piece of software or a set of interacting software 
component that provide some service. A “Component Service” is the vision that SMS has of a 
service or of a service element. A Component Service is either a wrapper for a “NON-SMS” 
service, or it is defined in the SMS architecture. 

Basically, SMS wants to interact with services realized by other entities (e.g. existing Web 
Services, services offered on existing Web sites) and not only defining its own proprietary 
services. This should help avoiding to waste resource on the implementation of already 
existing solutions. On the other hand, there will be some Component Services that are 
realized/offered by SMS and can provide support for common procedures/tasks that needs to 
be executed. 

A recursive definition of a Component Service can be: “A Component Service is either an 
‘atomic’ service or an aggregate of other component services”, where “An atomic service is an 
executable software component with its own interface that does not need the cooperation of 
other entities to provide the offered/published functionality”. 

A complex component service is implemented linking components to each other. The link is 
established according to the defined interfaces, e.g. method’s name and arguments, possible 
exceptions, return value, etc. A workflow is a way to specify the combination of component 
services. The workflow, in turn, can become a component service to be used by other 
workflows. 

2.3 The SMS Service Execution Platform 

The SMS Service Execution Platform is the set of nodes where the services composed by the 
SMS Service Authoring Platform can be executed.  

The Service Execution Platform can be seen as distributed entity with several entities that 
inter-work, both on server side and on terminal side. Figure 2-2 show a distributed approach 
with terminal side and server side Service Execution Platforms that can interact with NON-
SMS service element both on Terminal Side and Server Side. 

Note that the SMS Service Execution Platform is not meant as a set of hardware nodes 
provided by the project. Nor it can be identified with a set of software applications/component 
developed by the project. Rather, the SMS Service Execution Platform represents the 
abstraction of the set hardware nodes and software components that execute SMS services. 
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This can include combination of applications and components developed by SMS and existing 
application/components/platforms. There can also be separate instances of the SMS Service 
Execution platform which are run by different providers. From the technical stand point, these 
separate instances should of course be able to inter-operate. The level of interoperation 
between different instances of the SMS service execution platform will likely be driven by 
business model issues. 

SMS Service
Execution Platform

(Server Side)

Component Service

Server Side
NON SMS

Service Element

Terminal Side 
NON-SMS

Service Element

“Legacy”
Interfaces

SMS Service
Execution Platform

(Mobile device Side)

SMS Service
Execution
Platform

Component Service

Component Service

GUI

SMS Service
Authoring
Platform

SMS
Interface

SMS
Interface

 

Figure 2-2: Distributed SMS Service Execution Platform 

As you can see in Figure 2-2 a Component Service can reside on the Server side on the SMS 
Service Execution Platform, on the Mobile device side, or on both sides if it realizes through 
the interaction of Mobile Device side and Server side (see also section 2.5 on definition of 
SMS workflow).  

Note that the notion of “Mobile device/Terminal Side” and “Server Side” is not really related 
to the client-server dichotomy in a classical client-server paradigm. We do support a flat 
“peer-to-peer” approach as much as possible. We want to differentiate between the mobile 
devices that typically have limited capacity and intermittent communication and a fixed host 
in the Internet (typically reachable with a public IP address) which can play the server role. In 
particular, both Terminal Side and Server Side can be “provider” and “consumer” of 
information as needed by the specific services. 

The SMS Service Execution Platform can be integrated in a Web Framework or can exploit 
services offered by a Web Framework. The level of integration between SMS and a Web 
Framework will be clarified in the next work of this work package. The main issue is how to 
integrate autonomous components running on the Mobile Terminal and which Web 
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Framework technology can support the restriction of our target platform for Mobile 
Terminals. So far, the project has run an analysis of the state of the art of Web Framework, 
that is available as Appendix B of this deliverable [2]. 

2.4 The SMS Service Authoring Platform 

The Service Authoring Platform will provide a GUI toolkit to create services for the “non-
expert” designers, this will be denoted “Service authoring wizard”. 

The Service Authoring Platform will operate at different “levels”: authoring wizard for “non-
expert”, high-level service modelling, low-level “executable” representation. 

Within the Service Authoring Platform it should be possible to have a catalogue of existing 
services. The Service Authoring Platform should also be able to publish created services into 
the “catalogue”. This catalogue should be dynamically refreshed using some service discovery 
technique, so that services become available to end-users and to other service creators. 

2.5 Definition of SMS workflow 

An SMS workflow represents the execution logic of an SMS service or component service, 
expressed as composition of other component services. The workflow may include conditions, 
loops and invocation of remote components. A workflow can be composed of different 
threads of control that can interact. The threads of control can be run on one or more different 
machines (i.e. mobile devices or fixed hosts). 

A workflow is “undeployed” when its description does fully specifies its threads of control 
and/or does not specify where the different threads of control will run. 

A workflow is “deployed” when it is specified where the different threads of control will run.  

A deployed workflow in which all threads of control run in a single machine is a "single 
machine" workflow. This means that all interactions with remote machines are clearly 
defined: a single-machine workflow can use remote SMS component services, it can receive 
messages from remote entities, it can interact with remote single machine workflows. A single 
machine workflow may correspond for example to a Java code running on a machine or to a 
BPEL defined flow running on a BPEL engine. 

2.5.1 Examples of workflows 

Let us consider an example of an “undeployed” SMS workflow. The name of the workflow is 
“Buy a ticket” and it is composed by the following steps: Select origin / Select destination / 
Select date and time / Present list of solution and get choice / Pay ticket. A possible graphical 
representation of the workflow is shown in Figure 2-3 
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 Workflow: Buy a ticket (undeployed view) 

Select a place 
(origin) 

Select a place 
(destination) 

Select date/time 

Present list of solutions 
and get choice 

Pay ticket 

 

Figure 2-3: Undeployed representation of “Buy a ticket” workflow 

The above representation does not clarify where and how the service logic is run, in fact this 
workflow can deployed in different ways. For example we can imagine a server based service, 
where everything is run on the server side and user interaction is made via http. A user just 
clicks on a link and the “Buy a ticket” workflow starts. This approach is represented in Figure 
2-4. Note that some components on the server side (namely “Present list of solution and get 
choice” and “Pay ticket”) interact with other external server side components. This interaction 
can be plain html (i.e. the server side components interacts like a “human” driven web client), 
soap/http if the external servers are offered as “web services”, or SMS based if the external 
services are SMS components them selves. 
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 Workflow: Buy a ticket (deployed view) – server side execution 

Select a place 
(origin) 

Select a place 
(destination) 

Select date/time 

Present list of solutions 
and get choice 

Pay ticket 

Server Mobile device 

Web client 

Initial http request 

http interaction 
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http interaction 

http interaction 

http interaction 

Final result 

Server of railway 
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Server of airway 
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… 

Payment server 

http interactions 
or http / SoA interactions 

or SMS interactions 

 

Figure 2-4: Deployed representation of “Buy a ticket” workflow – case 1 server side 
execution 

Another solution could be a client based solution, where the control is run on the mobile 
device. The mobile device interacts with remote components where needed. 

 Workflow: Buy a ticket (deployed view) – client side execution 

Mobile device 
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or http / SoA interaction 
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Server of airway 
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Payment server 

Select a place 
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Select a place 
(destination) 

Select date/time 

Present list of solutions 
and get choice 

Pay ticket 

 

Figure 2-5: Deployed representation of “Buy a ticket” workflow – case 2 terminal  side 
execution 
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Likewise the previous case, the mobile device can interact with server side components using 
plain html / soap-http / SMS interface. 

In a third more complex cases we can split the undeployed workflow in two interacting 
“single machine” workflows, as shown in Figure 2-6. 

 Workflow: Buy a ticket  (deployed view) – decompose in a clent side exectuable workflos and 
in a server side server side executable workflows 

Mobile device 
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or http / SoA interaction 

or SMS interaction 
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Payment server 

Select a place 
(origin) 

Select a place 
(destination) 

Select date/time 

Present list of solutions 
and get choice 

Pay ticket 

Server 

SMS interaction 

User interaction 

Secure payment 
confirmation 

 

Figure 2-6: Deployed representation of “Buy a ticket” workflow – case 3 mixed terminal 
and server side execution 

Note that in case 2 we have represented the undeployed workflow with only one single-
machine workflow running on the client side and interacting with remote components, while 
in case 3 there is a single machine workflow running on client side and another single 
machine workflow on the server side. The difference between the two representations is often 
arbitrary, e.g. in our example we can represent the single machine workflow in the server side 
as a component and focus only on the single machine workflow running in the client side. 

The process of translating an undeployed workflow into single machine workflow(s) could 
take into account context information like device capability, available network connections 
ecc.). This translation process could be executed at service authoring time and/or at run time. 
This of course has an impact on the methodology to design components: abstract components 
are typically included in undeployed workflow and the process of mapping into concrete 
components can be left at run time. 
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3 Modelling services and service composition in SMS  

Modelling of services and service composition in SMS can be performed at two different 
levels: 

�  Authoring wizard level 

�  High-level modelling 

In the high level modelling we can hide most of the implementation and deployment details 
and of the interactions needed to realize a service. UML language is the chosen representation 
level here. UML authoring tools should support the modelling of SMS services, entities, 
component services and workflows. One of the main objectives of providing the high-level 
modelling representation is to have automatic derivation of executable components. 

It should be possible to automatically derive a “low-level” representation (i.e. with the greatest 
level of detail) of SMS services and component services. This will be an “executable” 
representation that can be run on a machine (maybe interacting with other machines). This 
“low-level” representation may use programming or scripting language (JAVA, python, tcl), 
or a business process languages (for example a BPEL). 

As the high level workflow representation may be still too complex for the target audience 
(non expert service developers), we introduce an additional level of abstraction in the form of 
the authoring wizard.  

Figure 3-1 tries to provide a graphical representation of the SMS modelling approach. The 
core part is a UML representation of the SML component services, which enable a service 
authoring process based on UML diagrams. Existing UML authoring tools should be used to 
the maximum possible extent. The “user” of this level is the “expert programmer” or “expert 
service developer”. 

The UML diagrams produced by the UML authoring tools needs to be translated into 
executable code with minimal “manual” intervention. As much as possible the translation 
process should be executed at “run” time rather than at “service creation” time, allowing for a 
context dependent translation. Existing tools for code generation from UML diagrams will be 
reused. The executable representation languages that are represented in Figure 3-1 are only 
meant as possible examples. 

The Authoring Wizard level is offered to the “Non-expert service developer”. The 
representation of services and of their combination should be made in terms that needs to be 
understood by users with no expertise in software engineering nor in programming. A 
graphical representation could be defined and used to this purpose. Ideally it should be 
possible from the UML high level modelling level to interact with the Authoring Wizard by 
extending the catalogue of “component services” that can be glued together by the Authoring 
wizard (this is represented by the small upward arrow in Figure 3-1). The Authoring Wizard 
could provide a representation of the composed service in term of UML modelling (this is 
represented by the small downward arrow in Figure 3-1). This is not mandatory, other 
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directions can be explored like for example direct mapping from Authoring wizard level to an 
executable representation. 
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Figure 3-1: Models, translations and tools for Service Authoring 

In the down left side of Figure 3-1 the SMS execution platform is represented, which includes 
terminal side and “server” side computing elements. The services that are developed using the 
SMS service authoring platform will be deployed and run over the execution platform. The 
“End-user” will be using the provided services. 

3.1 UML approach for the SMS high level modelling 

In this section we present the basic assumptions on which the SMS UML high level modelling 
relies. 

·  The SMS component services can be represented by UML component diagrams, 
according to a SMS UML profile. 

·  A component service can be composed of other component services. 

·  Both undeployed and deployed component services can be represented. A deployed 
component service runs on a (set of) target machine(s). 

·  UML modelling is used for automatic code generation. 

·  The UML modelling also documents the available component services for SMS. 
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·  The UML modelling should allow to automatically derive the code of a composed 
service automatically, putting together the existing code for its component services and 
some “glue” code obtained from the UML “workflow” model. 

·  The component services expose interfaces with “operations”. 

·  The composition of component services in a workflow is modelled by an activity 
diagram. The existing component services are included in the activity diagrams using 
their defined “operations”. 

·  An activity diagram combines “operations” of component services with “control logic” 
(i.e. choices, loops, branch, joins) and with internal operations that may need to be 
specifically defined (i.e. using a programming language). 

·  A workflow can become a component service and a component diagram can be 
automatically created showing which component services are “part of” the workflow. 

·  The UML modelling should also describe the specialization relationship among 
component services. SMS component services have different levels of abstractions 
from more abstract to more specialized ones. 

·  The UML modelling should support automatic adaptation of service to the context (at 
“derivation” time and/or at run-time as appropriate and as feasible). For example it 
should be possible to automatically “map” an abstract component service included in a 
workflow into a concrete component service, depending on context information. 

3.1.1 Relation of SMS UML profile for component ser vices and interface 
modelling with WSDL 1.1 

The interfaces of SMS component services are defined in UML component diagrams. The 
SMS UML profile is defined so that there is an isomorphism between the UML description 
and a WSDL description. This means that it is possible to univocally map a UML SMS 
interface description into a WSDL 1.1 file and vice versa. Therefore, the UML component 
service interfaces of SMS are semantically equivalent to WSDL 1.1 interfaces. 

We note that WSDL 1.1 specification is more generic than its current typical use for 
supporting Web Services under SOAP mapping. In particular, the typical mapping only 
foresees request response interaction, while WSDL 1.1 foresees also Notification. Figure 3-2 
shows that an existing Web Service can be an SMS component services, but the other way 
round is not always true, as the concept of SMS component service is more generic. 

The rationales for choosing this isomorphism with WSDL are the following: 

1) we want to reuse all existing web services in SMS in a seamless way 

2) the use of WSDL as the description language of the interface between two 
heterogeneous systems has been very successful 
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3) thanks to the WSDL definition of the interfaces, we can offer services also to other 
entities that are not developed using the same technology (UML) that we use for 
building our SMS system 

SMS component
service

UML description
of component

interface

Existing web
service

WSDL 1.1
description

(may include 
Notifications)

WSDL 1.1
description

(restricted to
Oneway and 

Request response)

 

Figure 3-2: Relations among SMS UML description of interface, WSDL 1.1 and typical 
Web sevices. 

Using the proposed approach, we are able to compose an SMS service or component service 
as shown in Figure 3-3 using the SMS Service Authoring Platform.  
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Figure 3-3: Composing SMS (component) services using web services 

In the other way round, we can offer SMS component services to a traditional web service / 
SoA development or composition process, as shown in Figure 3-4. 
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Figure 3-4: Using SMS component services in a SoA approach 
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3.1.2 A pictorial representation of SMS architectur e and its users 
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Figure 3-5: SMS architecture and its users 

3.1.3 Details or SMS UML profile for component serv ices and interface 
modelling and mapping with WSDL 1.1 

The approach we have followed for the mapping between SMS UML and WSDL 1.1 is quite 
similar to the one described in [3]. 

The SMS component services are defined using the stereotype <<SMS component>>. An 
SMS component provides and uses UML interfaces, which are defined using the stereotypes 
<<SMS interface In>> and <<SMS interface Out>>. 

An “input” interface (represented with the <<SMS interface In>> stereotype) is an input port 
for a component and represents an interface “provided” by a component. It is represented 
using the typical UML lollipop notation for provided interfaces. In WSDL terms, an input 
interface contains “One way” and “Request-response” operations.  

An “output” interface (represented with the <<SMS interface Out>> stereotype) is an output 
port for a component and represents an interface “used” or “required” by a component. It is 
represented using the typical UML socket notation for used (required) interfaces. In WSDL 
terms, an output interface contains “Notification” operations.  

An SMS component service may have a (possibly empty) set of input interfaces and a 
(possibly empty) set of output interfaces. 
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WSDL SMS UML Profile 

Port <<SMS Inteface In>> and/or 
<<SMS Inteface Out>>, 
depending on the direction of the 
message contained in the operation 
of the port. 

Operation UML Operation 

Input Message <<Input Message>> 

Output Message <<Output Message>> 

 

In Figure 3-6 a sample subset of SMS components is reported. The SMS component services 
“AuthenticationAndAuthorization” and “Authentication” only show a provided interface (that 
is a <SMS Interface In> interface. The “UserInteraction” component service both provides an 
interface (UserInteractionInIf) and uses another interface UserInteractionOutIf. The last 
compoenent in the page is the PositionProvider. It represents a component which only uses an 
interface (PositionProviderOut interface). 
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Figure 3-6: SMS Component modeling 

Going into further details, we need to expand the <<SMS Interfaces In>> and <<SMS 
Interfaces Out>> to define the operations that compose this interface, together with their 
parameters.  

Each operation has a single parameter, which is a class containing all input parameters. For 
“input” interfaces (containing “One Way” and “Request-response” operations in WSDL 
terms ), this parameter corresponds to a WSDL “input message”. For “output” interfaces 
(corresponding to “Notification” operations in WSDL terms), this parameter corresponds to 
the WSDL “output message”. In case of “Request-response” operation, there is a return 
parameter which is a class containing all output parameter. In WSDL terms this return 
parameter corresponds to an “output message” in WSDL. 

In Figure 3-7 the AuthenticationAndAuthorizationInIf is shown with a greater level of details. 
The AuthenticationAndAuthorizationInIf includes one only operation called 
AuthenticationAndAuthorizationOp (which is a Request-Response). 
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Figure 3-7: Example of detailed specification of one interface 
(AuthenticationAndAuhorizationInIf) 

The corresponding WSDL definition of AuthenticationAndAuhorizationInIf is shown in 
Figure 3-8 
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Figure 3-8: WDSL description of the AuthenticationAndAuhorizationInIf   
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3.1.4 Example of a workflow 

Assume that one wants to implement a service with the following textual description: “Find a 
restaurant reachable in less than one hour and drive me to the restaurant” 

Let us suppose that the service designer could use two macro services: 

(a) GetShopList (shopCategory,userLocation, searchRadius)  

(b) ComputeTripTime(location, destination), that given a starting point and end point 
determine give the fastest route. 

To realize this service the workflow can be expressed with the following pseudo code: 

while  restaurant=GetShopList(shopCategory=”restaurant”,u serLocation,100 km) do 

 Time=ComputeTripTime(location,restaurant) 

 if (time<AcceptableTripTime) then  

  driveMeToaPlace(location,restaurant) 

 end_if 

end_while 

Figure 3-9 depicts the UML activity diagram representation of the workflow.  
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Figure 3-9: Example of a workflow 
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4 Service Discovery Aspects 

In literature service discovery is intended as the process to automatically discover devices (e.g. 
sensors, printers, data storages unit, etc…) or distributed applications available in a network. 
Service discovery protocols (SDP) are network protocols which allow automatic detection of 
devices and services offered by these devices on a computer network [4] [5][6].  

In the SMS project the service discovery process is more related to the discovery of 
distributed applications and software components (the SMS services) rather then to the 
devices discovery. 

SMS services could be organized, from a logical point of view, in three level of abstraction, 
and each level require different discovery protocols. 
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Figure 4-1: The  SMS services hierarchy 

As shown in Figure 4-1, the SMS services could be organized in a hierarchy: at the top there 
are end-user services, in the middle there are component services and at the bottom there are 
local services.  

End-users services are functionality provided by means of application running on the SMS 
network and interacting each other. Such application could run both at the terminal side or at 
the server side. Component services, as described in the document “RAL initial proposal for 
SMS architecture”, are pieces of software and are used to realize the applications/composed 
services that provide end-user services. The local services are services that could be directly 
accessed by a terminal in an SMS network. Such services are typically accessed  knowing only 
low level information (or raw information) such as the IP address and port number of the node 
running the service. This service are typically used but not limited to implement infrastructure 
functionality (e.g. the service discovery or network access point functionality, the user 
authentication functionality, etc…). An analysis of the state of the art in “local” service 
discovery has been performed and it is reported in Appendix C of this deliverable [7]. 
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4.1 Related Works 

Works related to service discovery could be classified in three main category: Service 
discovery in mobile networks,  Network Service discovery (excluding mobile networks) and 
Web service discovery. These three main classes differ in the type of services considered, the 
way the service are described and the SDP used.  

4.2 Local services service discovery 

As previously defined a terminal entering an SMS network could access local services without 
any discovery operation, only specifying the service address (for example using the 
<IP_address, port_number> or the <service_name> identifier). It is an open issue how the 
terminal will know these services addresses. A predictive solution (or network initiated 
solution) could be that the list of local services is automatically communicated to the terminal 
when it receive the local IP address. An reactive solution (or terminal initiated solution) could 
be based on the explicit request for the list of  local services broadcasted by the terminal. A 
dedicated server will catch the request and provide the response. 

4.2.1 Requirements 

The SMS service discovery architecture should support: 

1. Automatic discovery of local services. When a terminal Ta enter an SMS network N, it is 
notified of the set LN of existing local services. 

2. Abstract description of local service semantic, functionality and technical requirements. 
This description will allow the requestor to know what are the service functionality and 
how to use a local service. 

4.2.2 Local services description 

Local services, despite of their architecture, communication paradigm and implementation, 
should use the same description model. The component service description model 
expressiveness should allow: 

1. an abstract (and possibly detailed) description of the service semantic and API.  

2. an abstract description of the minimal performance requirement to run the service. 

3. an abstract description of multimodality features (see more details below). 

Because SMS is, by definition, an heterogeneous environment, service requestors could be 
able to support/execute only a limited set of services; service requestor could have limitation 
in content visualization (and then need some kind of content adaptation); service requestor 
could have particular security/performance requirement (or in general QoS requirement). 

Local service description should be given in a XML based language. 
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4.2.3 Local services registry 

The definition of a local services registry should be discussed.  

If the proactive solution (mentioned in section 1) is used then a public registry may be useless. 
In this case the requestor knows the list of the local services and it knows how to access the 
services (by their network address or URI).  

If the reactive solution is used, in the network there will be one or more service registries 
(depending on how wide is the SMS network) knowing the list of local services, their network 
address and/or their URI. In this case a centralized of distributed registry could be used. 
Probably a specialized server running the local service registry will be enough, because of the 
limited number of local services and the size  of a local SMS network. 

4.3 Component services service discovery 

4.3.1 Requirements 

The SMS service discovery architecture should be capable to address the following issues:  

1. The service discovery architecture should support different SDPs. Component and local 
services are implemented using different technology, use different communication 
protocols (SOAP, RMI, etc…) or run on different devices, then different SDPs are used to 
advertise devices and services presence.  

2. The service discovery architecture should support different interaction paradigms. 
Component services are used as building blocks of distributed application based on 
different interaction paradigms, mainly client-server (synchronous) and publish-subscribe 
(asynchronous). 

3. The service discovery architecture should support an expressive service description model. 
Component services should publish an abstract description of their semantic, functionality 
and technical requirements. 

4. Static service discovery. The service discovery is done during the component service 
authoring phase. The authoring service discovery allow to realize custom services that use 
services residing in a specific SMS network. 

5. Dynamic service discovery. The service discovery is done at run time, when a terminal 
generates a component service request. This modality allows to realize meta-services that 
could be executed in any SMS network that provide an implementation for the specified 
service. The run-time service discovery offers the support for multimodal services (see 
below). Another advantage of the dynamic service discovery is the possibility to use 
service selection policy with the goal of improve the system performances (e.g. the service 
– the service provider -  with the lower response time could be found). 
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4.3.2 Component services description 

Component services, despite of their architecture, communication paradigm and 
implementation, should use the same description model. The component service description 
model expressiveness should allow: 

1. an abstract (and possibly detailed) description of the service semantics and API.  

2. an abstract description of the minimal performance requirement to run the service. 

3. an abstract description of multimodality features (see more details below). 

Because SMS is, by definition, an heterogeneous environment, service requestors could be 
able to support/execute only a limited set of services; service requestor could have limitation 
in content visualization (and then need some kind of content adaptation); service requestor 
could have particular security/performance requirement (or in general QoS requirement). 

Component service description should be given in a XML-based language; the use of a 
standard such as WSDL is encouraged. For example WSDL allows the description of service 
invocation based on the client-server interaction paradigm but it allows also the description   
of service invocation based on the publish/subscribe interaction paradigm.  

4.3.3 The Component service registry  

The component service registry is responsible for holding information about services. It acts 
as a catalogue for services, allowing the user or processes to read, write, update or delete 
information about services.  

A service’s description involves five distinct parts (see Figure 4-2  ): 

·  Service’s semantics. This part has the same goals as OWL-S. Although OWL-S is in-
sufficient for describing different aspects of the services used in SMS - such as multi-
modality – it is possible to use some of its ideas to represent the service’s semantics. 

·  Requirements describe many different performance parameters that are critical to the 
service’s execution. It also holds information about the communication protocol that 
needs to be used in order to consume the service. 

·  The domain part is responsible for allowing the representation of concepts that the ser-
vice deals with and also store service-specific information such as the service’s con-
figuration. It must be noted that this is the part of the service that holds application 
specific parameters. Multimodality of SMS services can be achieved by grouping ser-
vices based on their domain. 

·  The security part is responsible for holding security related information, such as secu-
rity policies applying on the service or restrictions to user’s access 

·  QoS. Describes quality of service related aspects regarding the service requirements 
for different quality levels. 

One of the most important requirements for the component service registry is to allow both 
users and processes to search for available services. In order to achieve this, the service’s 
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description must be available both in human and machine understandable language. The usage 
of an XML based language will help achieve this goal. Especially, by representing the 
service’s description as RDF it is possible to add more intelligence to the system. Another 
solution can be to use a set of XML documents (WSDL, Topic map etc) rather than a simple 
one to describe the service. 

 

Figure 4-2: Service description 

 

Our idea is to realize an SMS component service descriptor (SMSsd) in XML and to realize 
the registry as an XML repository that could be queried using XMLQuery [8]. The use of 
eXist [9][10] as native XML database will be investigated.  The SMSsd is an XML document 
describing a component service. The SMSsd could be the native description of a service or 
could be obtained translating the native description, e.g. WSDL. 

The use of a hierarchy of component service registry may help the search of services residing 
in a remote network (remote respect to the network where the lookup is originated). Then we 
may identify the local area service registry and global area service registry. More details 
are given in section 4.7. 
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4.3.4 The SMS component service descriptor (SMSsd) 

Here an example of the SMSsd document’s template, inspired to the SMSsd presented in the 
previous section. 
<?xml version='1.0' encoding='UTF-8'?> 
<service_descriptor> 
 <semantics> 
  <profile> 
   <paradigm> 
   </paradigm> 
   <id> 
   </id> 
   <name> 
   </name> 
   <input> 
   </input> 
   <output> 
   </output> 
  </profile> 
 </semantics> 
 <requirements> 
  <comm_protocol> 
  </comm_protocol> 
 </requirements> 
 <domain> 
  <configuration> 
  </configuration> 
  <multimodality> 
  </multimodality> 
 </domain> 
 <security> 
  <policies> 
  </policies> 
 </security> 
 <qos> 
  <e2e_delay> 
  </e2e_delay> 
  <resolution> 
  </resolution> 
  <availability> 
  </availability> 
 </qos> 
</service_descriptor> 
 

4.4 Multimodal component services 

There are services that support multimodality. This means that a service may have several 
concurrent implementations depending on user preferences and context of use. An example is 
a payment service. The payment could be done using the credit card, a transaction 
authorization code stored in a RFID, the cell phone bill and more.  In such a case, when more 
then one implementations of a service exists, this should be specified in the service 
description and, depending on the user profile, a particular component service implementation 
should be used. 
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4.5 End-user Services service discovery 

An end-user service typically provides the user with some types of content: information about 
its position, a route to a given destination, the set of attractions near a given location or in a 
given area, the set of restaurant matching the user profile, and so on (for more examples see 
the document on user scenarios). Then the problem of discovery end-user services has 
communality with the matching problem in publish/subscribe systems: a requestor registries 
for a end-user services (e.g. restaurant path finder) providing its profile, and it will receive 
notifications (e.g. a list of restaurants) that match his profile. 

A proposal about end user service discovery in SMS is contained in section 4.8. 

Publish/subscribe philosophy and approach could be used to solve the end-user service 
discovery problem. There are many works about this topic that propose different techniques 
and solutions.  

4.5.1 Requirements 

The SMS service discovery architecture should be capable to address the following issues:  

1. The service discovery architecture should support an expressive service description 
model. End-user services should publish an abstract description of their semantic, 
functionality and technical requirements. 

2. The service discovery architecture should provide a matching algorithm that associate 
to the users the services best matched to their current context. In other words, given a 
list of user profiles (showing user characteristics, preferences, and context) and a list 
of service profiles (defining the target for each service) SMS has to be able to rank 
service profiles in terms of their match to the user. 

4.5.2 End-user services description 

End-user services, despite of their functionality, should use the same description model. The 
end-user service description model expressiveness should allow an abstract (and possibly 
detailed) description of the service semantic, functionality and available level of service 
quality. 

The service description should be compatible with the user profile and context description 
thus to facilitate the matching of user preferences. Because SMS is, by definition, an 
heterogeneous environment, service requestors could be able to support/execute only a limited 
set of services; service requestor could have limitation in content visualization (and then need 
some kind of content adaptation); service requestor could have particular 
security/performance requirement (or in general QoS requirement). 

End-user service description should be given in a XML based language. 
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4.5.3 End-user services registry 

The End-user service registry is responsible for holding information about services. It acts as a 
catalogue for services, allowing the user or processes to read, write, update or delete 
information about services. Such registry is queried by the matching algorithm to determine 
the service ranking. 

Our idea is to realize an SMS end-user service descriptor (SMSsd) in XML and to realize 
the registry as an XML repository that could be queried using XMLQuery [8]. The use of 
eXist [9][10] as native XML database will be investigated.  

The SMSsd is an XML document describing a component service.  

The use of a hierarchy of end-user service registries may help the search of services residing 
in a remote network (remote respect to the network where the lookup is originated). Then we 
may identify the local area service registry and global area service registry. More details 
are given in section 4.7. 

4.6 Context modelling and service discovery 

One of the added value of SMS is to provide the support for ubiquitous and context-sensible 
service discovery. 

Context information could be used at different level. Also if out of the scope of this document 
we propose the following classification of the context information: device profile, 
technological user profile, personal user profile, service profile.  

The device profile describe the capability and technical characteristics of the terminal device 
(e.g. the processing capability, the storage and memory capacity, the display resolution, the 
connectivity capacity, the operating systems version, etc…).  

The technological user profile describes the device and application configuration set up by the 
user. For example a user may choose to use the different payment method depending on the 
characteristics of the network or on the basis of its particular need. For example, Alice could 
pay the restaurant using directly her bank account or using her credit card (providing 
information stored into the SIM or into a RFID), she may configure her application specifying 
credit card as first method and, if her monthly availability is exceeded, the bank account as 
second payment method.  

The personal user profile contains personal (non technical) and human sensitive preferences 
(e.g. the food preferences, favourite attraction, favourite shopping, friends’ white and black 
list, etc…). Something we need to decide is 'how smart' to make the context processing thus to 
enable end-user service discovery. If we're making recommendations etc., then freshness, 
relevance/ timeliness of sensed data and history/ interdependence between contexts is also 
important - i.e. within the airport it makes sense to check-in (unless you've done this already), 
eat (if its lunchtime or you're hungry), go through security (if you're not on the airside & your 
flight departs soon), shop (if you need to buy presents, they're 'nearby', you've got time etc.). 
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But this quickly gets into AI territory and leads to a hard AI problem. We agreed that SMS 
provides a tool for the user to do the 'clever bit', so probably time-stamping context entries, 
tagging them with a user id and keeping a queryable history will be enough to enable most 
things.  

The service provider profile contains information about the service provided. For example, a 
end-user service such as a restaurant, should publish information such as average price, 
opening hours,  smoking or non smoking area, etc. 

The service discovery process will use context information depending on the service level. A 
proposal is the following: 

·  In the local services, service discovery are used device profile and technological user 
profile. 

·  In the component services service discovery, are used device profile and technological 
user profile. 

·  In the end-user services service discovery are used the personal user profile and the 
service profile. 

4.7 The SMS service discovery architecture 

The service discovery architecture has to support service discovery at every level. Here we 
propose the high level view of the architecture for the service discovery infrastructure in a 
SMS network. As mentioned before, a requestor will use his native(s) SDP(s) to advertise and 
to discover Component services. The SDP that a requestor chooses depends: on the physical 
device used to access the network, on the OS used and on the terminal configuration. For 
example (see Figure 4-3) SDP_A may be the UPnP protocol and SDP_B may be UDDI. End-
user and local user service discovery are technology independent and then a terminal 
independent protocol could/should be used. In Figure 4-3 the end-user service discovery 
protocol is named euSDP, and the local service discovery protocol is named lSDP. 

Let us analyse what happens what up when a requestor enter an SMS network.  A possible 
scenario is the following. Alice brings with her an SMS enabled terminal when she enter the 
Roma Downtown SMS network. Automatically she receives (her terminal receives) an IP 
address and, by the local services service discovery middleware, the list of local services. This 
list could be used to start the interaction with end-user services or component services. For 
example local services could be the end-user services service discovery middleware and the 
Component services service discovery middleware, but also local services could be: get_time,  
get_position, get_available_SMSarea. Let us suppose that it is lunch time and Alice is looking 
for the nearest cheaper vegetarian restaurant. She opens the End-user services menu and 
choose the restaurant path finder service. From an application point of view, the Alice’s 
terminal will use the euSDP to look up the end-user services registry and then it receives the 
list of available end-user services. This list will be visualized by the browser on the terminal 
screen.  
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The restaurant path finder application may use component services running in the local 
network or in a remote one. In a run-time service discovery scenario, the terminal will use the 
SDP_x protocol to find and then to bind the necessary component services. If the service 
discovery was done at service authoring time, the restaurant path finder application knows 
exactly where the component services are in the network (local or remote), then in this case 
there is no need to contact a Component service registry. 
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Figure 4-3: The SMS service discovery architecture: an high level view 

4.7.1 The Component Service Discovery Middleware  

The service discovery middleware is the layer that enables service requestors to discover a 
service by using any discovery protocol. The main goal behind its design is to build a 
component that allows access to the service registry and is transparent to the service requestor. 
It should also allow the integration of multiple discovery mechanisms in a pluggable way, so 
that additional service discovery protocols can be added later. These targets can be achieved 
by using an architecture that enables service description protocols to be encapsulated into 
plugins.  

The role of the plugins is to integrate themselves in the different communication technologies 
involved for service discovery. They act as proxies between the communication discovery 
protocols and the service discovery registry. When a service description requestor wants to 
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check if a service is available at a registry, he sends the necessary requests to the plugin. The 
plugin translates the requests and informs the service discovery middleware of their arrival. 
Then, the necessary queries are performed to the service discovery registry, the result is 
forwarded to the appropriate plugin, and the response is sent back to the service requestor. 

One important component of the service discovery middleware is the service discovery plugin 
manager. This component is responsible for managing the plugins that allow interaction with 
the different service discovery protocols. It is responsible for allowing the administrator 
adding or removing plugins, their configurations, and other relevant operations. 
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Figure 4-4: The Component Service Discovery middleware. 
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4.7.2 The hierarchical registry organization 

Our idea is to organize the component and end-user service registry/directory in a hierarchical 
way. This architecture have all the advantages of the hierarchical architecture in term of 
scalability and fault tolerance (see for example the DNS). Let us consider the Component 
services service discovery. Each SMS network has its own local Component Service Registry 
(CSR). Nears SMS networks have a common 2nd level CSR and so on. Thus all the CSR are 
organized in a three and the root of the three (the 1st level CSR) contains all the SMS service.  

To realize a minimal degree of fault tolerance we can propose to introduce the primary and 
secondary registry at each level. We suppose also that a CSR at level i knows the address of 
the CSR at the level i-1 and the address of the root CSR. 
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Figure 4-5: The hierarchical registry organization 

4.7.3 Publishing a component service 

As previously mentioned each component service has its own SMSsd. The SMSsd could be 
created from scratch and be the native service description or could be obtained translating a 
different native service description (e.g. WSDL). The SMSsd is an XML document stored, for 
example, in a eXist database. 

To publish a component service the steps are the following:  
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1. Create the SMSsd from scratch or using a translation from an existing service 
description format (e.g. WSDL). In the former case, the service description obtained as 
results of the translation could be enriched with additional information. 

2. Upload the SMSsd in the local component registry. 

Steps 1 and 2 could be implemented using the following APIs provided by the component 
service discovery middleware: 

SMSsd createSMSsd( text service_descriptor ) . The service descriptor 
could be a non SMS service descriptor e.g. WSDL or a text file containing the values for 
SMSsd fields. The function produce as output the SMSsd. 

void publish( SMSsd service_descriptor ) . This function upload the 
service_descriptor in the component service registry. 

4.7.4 Quering a component service registry 

The component service registry could be queried by an API or a GUI. If the service discovery 
is initiated using a native protocol the query have to be translated into an SMSsd query. 

For example, let us consider a service discovery initiated by a web service or a JXTA 
component. The service discovery query will be intercepted by the service discovery 
middleware and translated into an SMSsd query.  

To query the services the idea is to provide the following API: 

SMSsd discover(text serviceCaracteristics) . This function get as input the 
characteristics of the desired service and produce a XQuery to the component service registry. 
The results is the SMSsd or a link to the native service descriptor.. 

 

 

4.8 A matching algorithm for SMS user and service p rofiles  

4.8.1 The goal 

One of the key goals of SMS is to provide users with the services best matched to their current 
context. In other words, given a list of user profiles (showing user characteristics, preferences, 
and context) and a list of service profiles (defining the target for each service) SMS has to be 
able to rank service profiles in terms of their match to the user. To this end we require a 
matching algorithm. As well as ranking services the algorithm has to meet a number of 
additional requirements: 

·  It should be fast – minimizing the computational burden on local terminals or on servers 
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·  It should be suitable for implementation in a distributed environment, with no central 
node 

·  It should respect user needs for privacy, avoiding the need to transmit/store sensitive 
data about the user 

·  It should limit opportunities for abuse i.e. it should be difficult for service-providers to 
increase the ranking of their services artificially, e.g. by using side-effects and 
intentional errors 

4.8.2 Alternative strategies 

To date, no final decision about the choice of matching algorithm has been made. In the last 
analysis this choice will depend (i) on the algorithm’s ability to match the decisions users 
would take manually; (ii) on considerations of technical feasibility and performance. These 
issues will be investigated in the coming months of the SMS project. 

At the current stage in the project, 3 solutions have been proposed. 

·  An algorithm based on the concept of “Shannon Information”; 

·  A learning information that computes the “usefulness” of services based on the services 
the individual user has used in the past; 

·  A hybrid solution that combines the first two approaches. This solution has yet to be 
formalized and is not further discussed in this deliverable. 

4.8.3 Matching with “Shannon Information” 

4.8.3.1 Formalizing the problem 

Let each user profile and each service profile take the form of a list of keys (strings 
representing the names of variables) and their values ( strings representing the value assigned 
to the variable).  

Examples might include 

<Sex, Male> 

<Mother tongue: English> 

<Hobby: stamp collecting> 

Assume a matching function that returns a value of TRUE if the value of a key in the user and 
matches the value of the key in the service profile. Note that in this setting a match does not 
necessarily imply identity. 
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Using the matching function, we extract a list of keys with matching values We will call this 
the match list. The match list can be represented as a vector M containing one boolean 
variable for every possible value for every possible key-value pair1. Note that the use of a 
match list eliminates one possible source of abuse by service providers. Very rare (or 
misspelled) tags will only increase a service’s score if the user has the same tag in his/her own 
profile. 

By comparing a user profile with <n> service profiles, we obtain <n> match lists (some of 
which may be empty). The goal of the algorithm is to compute a score for each match list. 
This would allow match lists to be ranked and services ordered in a “service menu”. 

A simple solution would be to count the number of matches per service. This would have a 
number of disadvantages that will become clear in the following. 

4.8.3.2 The algorithm 

4.8.3.2.1 Match as Shannon Information 

Not all matches are of equal value. If we find a match on the pair “species, human” (which 
applies to most users, and most definitions of service target) this is intuitively of less value 
than a match on the pair “profession, violinist”. In other words, matches which are “rare” are 
of higher value than matches which are “common”. We can capture this intuition using the 
concept of Shannon information. 

For Shannon the information content of a message I(m) is given by the expression: 

))((log)( 2 mpmI -=  

Where p(m) is the probability of the message occurring. In our case, the (key, value) pair 
represents the message. 

Assuming that the probability of one message occurring is independent of previous messages 
which have been received we can compute the information content of a set of messages, M , 
by summing their individual content i.e. 

)((log)(
,1

2�
=

-=
nI

impMI  

Assuming the (key, value) pairs are independent (see below), we can apply this formula to the 
computation of the value of our match list. To achieve this all we need to know is the 
frequency at which individual matches occur. This can be represented by the frequency vector 
F. 

                                                 

1 In  implementation the match list will  probably be represented as a sparse matrix. 
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Given the match vector M, the frequency vector F and a total number of matches (Ftot) we can 
compute the information content of the match list using the expression below. 

)/(log)( 2 totFFMMI -·=  

This expression provides a score which can then be used rank services. 

4.8.3.2.2 Implementation of the algorithm in SMS 

SMS is conceived as a distributed system. This implies there can be no central service 
responsible for ranking services. This concerns in particular the frequency vector F. In the 
approach proposed here the ranking algorithm will be implemented on local Discovery 
Servers (DS). Assuming that users roam, continuously shifting from one Discovery Server to 
another, no single server will have more than a small segment of the user’s service use history. 
While this segmentation is not enough on its own to protect the user’s privacy, it obviously 
offers more protection than centralized server. 

The matching algorithm requires the computation the frequency vector F for the SMS system. 
With a centralized system this would be easy.  

To compute frequencies in a distributed system such as we propose the following algorithm  

Each DS maintains a local frequency vector Flocal. 

At arbitrary intervals, the DS connects to another randomly chosen server. For each key value 
pair on their respective local lists, the two servers compute the arithmetic mean of the 
frequencies stored in their respective lists. The computed values become the consensus value 
for both servers. 

In this way correct frequencies will "diffuse" across the network. At convergence the value on 
each list will be f/n - where f is the frequency for the whole network and n is the number of 
discovery servers.  

Note: frequencies change only slowly and do not need to be measured with total accuracy. The 
approximation given by the algorithm should be enough for practical purposes. 

4.8.3.2.3 Relaxing the assumption of independence 

In the preceding treatment we have assumed that matches are necessarily independent. This is 
not necessarily so. For example, the match <species, human> will often coincide with the 
match <n_heads,1>. If we sum the information content of the two matches we will 
overestimate the value of the match.  

To avoid this risk we propose the following first order correction. 

)()()(),( BAIBIAIBAI �-+=  
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Where I(A,B) is the information content of the two, simultaneously occurring matches A and 
B and )( BAI � is the information content of the coincidence between the two matches.  

Note that if BABA ==�  (i.e. if the two matches always coincide), the information content 
reduces to I(A). 

To implement this correction we construct a coincidence matrix, C. This gives the frequency 
at which mi coincides with mj 

We can thus compute the information content of a match list M by applying the following 
algorithm, defined here in pseudo code (written for clarity rather than efficiency). 

 

Function  ComputeInfo(M,F,C) 

(*First we compute the total frequency of all matches in the system*) 

(*In real life this calculation would be off-line*) 

Ftot=0; 

For  i=1 to  n do Ftot=Ftot+F[i]; 

(*We then ‘mask’ the frequency vector with the match list so that *) 

(*frequencies  for non matches are zero*) 

F=F*M; 

TotalInfo=0; 

(*we loop across the messages*) 

For  i=1 to  n do 

  Begin 

  (*First we compute the information content of the original*) (*message*) 

  TotalInfo=TotalInfo-log2(F[i]/FTOT) 

  (*Then we subtract the information in the coincidences*) 

  For  j=i+1 to  n do TotalInfo=TotalInfo+log2(C[i,j]/FTOT) 

  End; 

Return (TotalInfo) 

 

4.8.3.2.4 A theoretical limitation 

The proposed algorithm does not take account of higher order correlations among matches 
(e.g. when more than two matches consistently occur together). In practice, these are likely to 
be rare. When they occur the proposed algorithm will underestimate the information content, 
by subtracting the same information more than once. 
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4.8.3.3 Implementation notes 

4.8.3.3.1 Dating information 

The algorithm proposed does not take account of the need to renew the frequency and 
coincidence matrices (i.e. to get rid of old information and replace it with newer information). 
This is an issue which would need to be resolved in a practical implementation. 

4.8.3.3.2 Sparse matrices and compression  

In SMS, we have assumed that users and services can include arbitrary tags in their profiles. 
This implies that the number of keys in the system is likely to be very large and the 
coincidence matrix could be huge. In this setting, it would probably be useful to use sparse 
matrix techniques for data storage. Further, (lossy) compression could be achieved by not 
storing data on very rare matches and by assigning an arbitrary, very low probability to 
matches not included in the database.  

4.8.4 Matching with the Distributed Learning Algori thm 

In this part, we describe an alternative solution that is fully decentralized, keeps users privacy 
at a high level, and does not need any communication between sites of services, e.g. 
Discovery Servers (DS).  

The main idea is that the actual processing is done in the user device, so that user related data 
is not sent to a DS.  This protects the privacy of the user. As a consequence, the user device 
also transports a public list, creating a very slow channel to update key lists. 

See below on open issues that also make some tacit assumptions explicit. 

4.8.4.1 Background and Goals 

4.8.4.1.1 Data representation  

The proposed solution uses lists of attributes similar to those used in the alternative solution 
described earlier. These lists define a set of keys and associated weights: 

key1, weight1, flag1  

key2, weight2, flag2 

(.....) 

Keyn, weightn, flagn 

 

The key is a single tag with a semantic meaning to the user.  
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The weight is a real number between 0.0 and 1.0, indicating the relevance of the key. 

The flag is used to indicate if a key was defined by the principal of the attribute list, or added 
by the algorithm. 

4.8.4.1.2 Key Comparison, Localisation and Spelling 

The keys are tags with semantic meaning to the user. However, the semantics of written text 
depends on the language. The comparison of keys for equality should tolerate spelling errors. 
Using a sound oriented comparison (as is a standard, but seldom used feature in relational 
databases), could result in many keys being considered as equal; however, this is assumed to 
be preferable over keeping obviously equivalent keys apart. 

Mixed language tags are assumed to be common. In particular, every service should offer keys 
in all languages that are supported by that service. If I know no Greek, a Greek only service 
would be of no use to me2. 

There remains a double homograph problem. In every langauge, there exist words with 
different meanings, but the same spelling; e.g. the nown "extract" might be used for a drug 
(extract from plants) or printed matter (abbreviated text);  "bow" could refer to a device for 
shooting arrows as well as a decorative tie knot. If we assume that nouns are mostly used, the 
number of candidates is effectively very small. 

Larger problems exist if a word is written the same way in two different languages, but with 
different meaning. E.g. the English attribute "sensible" must be translated with "vernünftig" in 
German, while the German "sensibel" - treated as a spelling error - is "sensitive" in English. 
Also, "rock" as a noun is a music style in English, but in German, means a skirt.  

4.8.4.1.3 Attribute List Use Context 

Attribute lists are kept in different contexts: 

For each service, an attribute list is used, where the weight denotes the (empirical) relevance 
of the key to describe the service. The set of keys is controlled by the service, while the weight 
is updated dynamically as described later. Keys added automatically are flagged. 

Each user keeps an attribute list with keys, where the weight denotes the importance of the 
service for the user. The set of keys is controlled by the user, and the weight automatically by 
the system. Keys added automatically are flagged. 

Each user device keeps a public attribute list, where the weights denote the aggregated 
weights accumulated over time from user and service attribute lists. 

Each DS keeps a public attribute list.  

                                                 

2 While a web page as well as a service could exist without pictures, the opposite is nearly never true. 
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4.8.4.2 The Algorithm 

4.8.4.2.1 Comparison  

In order not to reveal the user's keylist and weights, the comparison is done in the mobile 
device. The mobile device has a public attribute list, and for each service to be ranked, an 
attribute list is sent to the user device. Th3 rank of each service is evaluated with respect to the 
user keylist: 

use = 0.3 

for  each keyuser  

 if  keyuser = keyservice 

  ++count 

  if  keyuser = keypublic  

   sum = weightuser * weightservice * (weightpublic ** use) 

  else 

   sum = weightuser * weightservice  

rankservice = sum / count 

The use variable controls to what extent keys in the public list are used to modify the 
calculated rank.  The flag is not shown for brevity, but is used to modifiy the use factor (e.g. 
selecting one of two). 

4.8.4.2.2 Update of Weights 

To update the weights of the keys, the user device transports a public attribute list that is used 
to replace the direct connection of services or discovery servers (DS) . 

This public attribute list is kept independent of the users attribute list and is sent to the DS 
initially, when the service attribut lists are queried. The DS also has a public attribute list, and 
updates the weights symmetrically, using a small factor so that the changes are only gradually: 

factor = 0.1 

for  each keypub  

 if  keypub = keyDS 

  weightpub = (1-factor) * weightpub + factor * weightDS 
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  weightDS = (1-factor) * weightDS + factor * weightpub 

 else insertpub(keyDS, weightDS) 

 

The updated public list is sent back to the user device and kept there until the user device has 
contact with a different DS. As described below. the public list is modified by learning. When 
the public list is sent to the other DS, that DS can only recover information about the user if it 
has the public list sent to the user device by the DS contacted previously.  

4.8.4.2.3 Role of the discovery service 

As SMS needs to deal with large number services in a local network, the discovery 
mechanism in UPNP, where the client queries each service in turn, cannot be used. Instead, a 
discovery broker service is assumed, that inquires each service for the attributes and 
accumulates these together with the network addresses. A SMS device entering an area 
discovers the broker only and receives the list of services by a single network transaction. 
Each entry in the list of services contains not only the network address of the service, but also 
the keyword list for the service, so that we have logically a matrix with rows of services and 
columns of keylist triples. The canonical XML representation will be a service tree with 
attribute lists as leafs. 

Thus, the broker executes the above steps in behalf of the services, and from time to time 
sends each service a copy of the cached current attribute list, which is finally stored 
persistently in the service. The broker also will execute global attribute list merges, if the 
service requests this. 

4.8.4.2.4 Learning  

The weights in the attribute lists are additionally modified by learning. 

If a user selects a service to use, the keys of that service are of importance. Thus, the weights 
in the user list and the public list are slightly increased: 

factor = 0.1 

for  each keyservice  

 if  keyuser = keyservice 

  weightuser = (1-factor) * weightuser + factor * weightservice 

 else insertuser(keyservice, factor * weightservice) 

if  keypub = keyservice 

  weightpub = (1-factor) * weightpub + factor * weightservice 
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 else insertpub(keyservice, factor * weightservice) 

 

Thus, the user attribute list and the public list are modified in a similar way, without directly 
applying the user attribute list to the public list, protecting the privacy of the user attribute list.   

Effectively, the calculation is done when a service is finished, and factor can be set according 
to the usefulness of the service. Unless better indicators are available, the number of 
interactions, the elapsed time and the amount of data exchanged determine the usefulness and 
thus increase the factor. 

4.8.4.3 Extensions 

There are additional features and extension, for which implementation could be postponed, 
unless a clear need arises during practical use. 

4.8.4.3.1 List growth limiting 

The above algorithm will result in ever growing attribute lists, unless some entries are deleted 
over time. 

One option would be that in the public list, upon each update a random entry is deleted. As the 
algorithm should be fault tolerant anyhow (to be proven), deleting entries randomly should not 
impair the selection results significantly. 

Intuitively, keys with zero weight before and after an update could be deleted, because these 
keys are presumed to be insignificant. However, from the information content point of view, it 
would be better to delete keys in the middle, i.e. with a weight of about 0.5, because these do 
no help to sharpen a decision.   

4.8.4.3.2 Qualified Keys 

In the previous discussion, the matching of keys was either as a string equality, or possibly by 
a similarity measure.  

Another option is to use pairs of keys and qualifiers, which could be numerical values or tag 
lists. E.g, in searching a restaurant, the time left until departure is such a numerical value. Or 
the amount of money to spend for a gimmick; this one obviously a value of high privacy. Tag 
lists would allow to extend the key, e.g. looking for a radio, and in the tag list additional 
qualifiers like should have MP3 player option.  

In any case, a function to compare two extended keys and deliver a normalized value between 
0.0 and 1.0 would be required. The algorithms would then be much more simpler: 

use = 0.3 
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for  each keyuser  

 ++count 

 sum = weightuser * weightservice * (weightpublic ** use) * compareuser(keyservice) * 
compareuser(keypublic) 

rankservice = sum / count 

4.8.4.3.3 Trusted DS 

If the DS is a trusted service and the user device is too small, the processing could be done in 
the DS on behalf of the user device. In this case, even the ranked list of services could already 
be truncated to a given level.  

4.8.4.4 Open Issuess  

4.8.4.4.1 Key aggregation 

The user attribute list will be extended by keys, yet flagged as automatically extended. It has 
still to be evaluated, how a user can and should maintain his private attribute list. 

4.8.4.4.2 Unmatched Keys 

Although the problem of unmatched keys has already been taken into account, it is felt that 
this subject must be revised and still more thoroughly investigated. 

4.8.4.4.3 Efficiency  

The basic assumption on the above algorithm is that the number of services available in any 
one location, at any one time is small (meaning that local execution of the ranking algorithm 
would be cheap enough to be done within a second processing time). 

If the number of services is large it may be necessary to take additional measures to diminish 
the burden on local devices. More specifically, services transmitted by the DS to the local 
terminal could be transmitted in "pages" where each page contains a predetermined number of 
items. On pages services should be ranked by "geographical specificity" - i.e. the service for 
the flight gate is higher ranked than the service for departures lounge which is higher ranked 
than the service for the terminal which is higher ranked than the service for the airport. Ranks 
could be per page, or the algorithm could be "continued" each time a new page arrives; i.e. 
partial results are available early. 

If the global list is too large, entries could be selected or deleted randomly to limit its size. 

Second, the calculation of ranks could be performed in the background, starting when the user 
reaches a new venue and establishes contact with a DS.  
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4.8.4.4.4 Service Name Trustworthiness 

Errors in key spellings might result in suboptimal results, but seldom impair the function as 
whole. 

However, Service Names in the selection list are interpreted by users of the mobile devices. 
Similar to the keys in the attribute lists, Service names should be given in all languages the 
user is willing to interpret. 

However, there might be misleading service names, as we have learned from phishing attacks. 
Thus, the trustworthiness of the name itself must be indicated, e.g. by colors etc, depending on 
trust evaluation mechanisms. Also, the trust level of a service name should be another factor 
in rank calculation.  
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5 SMS Context Model 

An in depth analysis of the state of the art on Context Modelling has been carried out before 
considering the solution that will be presented in this section. The report of this state of the art 
analysis is reported in appendix A of this deliverable [13]. 

5.1 An Approach to UML Context Modeling in SMS 

This section suggests an approach to modeling context information using UML that is based 
on the corresponding approaches of SIMPLICITY [11] and ContextUML [12]. Their 
combination promises to be rewarding as both models could compensate and balance each 
other concerning their strengths and weaknesses while transferring the experiences from 
SIMPLICITY to SMS and evolving its concept to fit the requirements of SMS. 

Modeling context in SIMPLICITY was split into two phases: The analysis phase uses the 
UML-based CIM [14] standard to identify and model the key entities of the project, their 
properties and relations. The resulting Simplicity Information Model is a high-level 
representation of the system and the foundation for the development of the Simplicity Context 
Model in the implementation phase. In this phase, the abstract context model serves as a 
blueprint for the more detailed modeling of context using standards like the 3GPP Generic 
User Profile [15]. While this approach clearly separates the more abstract modeling of context 
and its more detailed implementation for the development of real applications, it does not 
exploit all provided means for modeling context. 

ContextUML on the other hand provides a meta model not only for context, but also for 
context-aware services (CAS) and context-aware mechanisms that associate both with each 
other. Nevertheless this approach is more conceptual and only provides a rough meta model 
for context information. Although the model provides conceptual examples for the 
implementation of CAS, it is restricted to them and lacks grounding in real application 
scenarios. 

Both approaches could complement each other in order to provide a sound approach for 
modeling context with UML on a conceptual level as well as on the application level. For that 
purpose, we suggest a context model (Figure 5-1) for SMS that tries to integrate the 
advantages of the SIMPLICITY approach and ContextUML and compensate their 
weaknesses. This approach uses UML to model context information in a consistent way on 3 
different levels of abstraction (meta, model and instance). The resulting UML model can be 
used to derive context modeling using other languages, e.g. XML-related standards like 3GPP. 
Advantages of this approach (especially for SMS) are: 

·  Using UML for modeling context information and thus being able to associate and 
integrate it with the UML based modeling of services, workflows, etc. in SMS. This 
feature is explicitly supported by ContextUML, which embeds its context model into a 
complete meta model for CAS.  
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·  The clearly structured UML model allows the modeling of all context for an 
application on different levels of abstraction from meta to instance level.  

·  While the UML model is rather conceptual, it can be used as a blueprint or template 
from which to derive context descriptions using other languages that are closer to the 
actual implementations of applications and services. This approach is similar to 
SIMPLICITY’s separation between a more conceptual information model and a more 
detailed context model.  

 

 

<context> 
 <device id=123> 
  <os>Symbian</os> 
  … 
 </device> 
</context> 

 

M2:  
Meta  
Level 

M1:  
Model  
Level 

M0: 
Instance  

Level 

ContextUML 
Model 

Location User ... Device 

:Location 

city = “Rome“ 
… 
... 

:Device 

os = “Symbian“ 
… 
... 

:User 

name = “Mario“ 
… 
... 

Transformation into  
other languages 

 

Figure 5-1: The 3 levels of UML context modeling for SMS 

5.1.1 The Meta Level (M2) 

·  This level provides a meta model for context information itself (which is missing in 
SIMPLICITY). It defines generic entities for the modeling of context, their structure, 
properties and relations on a high level of abstraction, independent of concrete context 
information (e.g. location, device, …). 

·  Modeling context on this level could be based on ContextUML’s meta model for 
context (see Figure 5-2) which already pays attention to many aspects of context 
information, e.g. atomic/composite consistence of context or its sources. 
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·  This level marks the most abstract association between models for context and 
applications/services. This is already provided by the complete meta model of UML 
which could act as a template for the association between context and services in 
SMS. 

·  While the ContextUML context meta model offers a good foundation, it was mainly 
intended for modeling CAS and thus could be extended to include other aspects of 
context and meet requirements for SMS and its applications. It could provide more 
elaborated models, e.g. for additional context properties, user interfaces, Quality of 
Service-parameters or context sources. 

 

 

Figure 5-2: The ContextUML metamodel for context information (excerptfrom [XX2]) 

 

5.1.2 The Model Level (M1) 

·  This level concretizes the meta level and includes different characterizations of atomic 
and composite context information like Location, User or Device. Its main purpose is 
to define and lay out a model of classes and subclasses of context information used for 
an application/service and model its typical properties on an abstract level. 

·  This level refers to the analysis phase of the SIMPLICITY approach and its resulting 
information model. An analysis of the SMS example services will lead to a complete 
(but extendible) model. 
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·  As the context information modeled on this level uses the entities defined in the meta 
level, it can be used as a benchmark for this abstract model and check the validity of 
its model. 

5.1.3 The Instance Level (M0) 

·  This level contains concrete instances of context information from the model level and 
gives individual context an “identity” by specifying values for the abstract model. 

·  As this level contains all context information and values that is used in an 
application/service, it can act as the foundation for a transformation of this information 
into another (programming) language that is more suitable for an actual 
implementation than UML, e.g. XML. 

5.1.4 Examples 

[12] includes example of a context model that has been derived from the ContextUML meta 
model. In order to illustrate the modeling of context information for a service with the 
suggested model, Figure 5-3 and Figure 5-4 show an example on model and instance level. 
Both models use the same context meta model (Figure 5-2). 

Figure 5-3 shows the context information Profile, Device Profile, User Profile, Diner 
Recommendation, Dinner Option, Location and Restaurant with their attributes. The 
subclasses User Profile and Device Profile of the generic class Profile contains different 
properties of their corresponding entities and inherit the attributes id and source from Profile. 
Diner Recommendation is a composite context that consists of several Dinner Options, which 
itself is derived from the atomic contexts Location, Restaurant and users’ Food Preferences. It 
matches the food preferences and the location of a user against the address and the type of 
food of several restaurants in order to provide a recommendation that is close to the users’ 
preferences. 

Dinner Recommendation

Food Preference

-cousine
-price level

User Profile

-name
-adress

Location

-id
-source
-city
-street

Restaurant

-name
-adress
-cuisine
-source

Dinner Option

Device Profile

-os
-processor
-ram

Profile

-source
-id

has

*

 

Figure 5-3: Model for different context classes 
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Figure 5-4 shows the same context on instance level. While Figure 5-3models the general 
classes and attributes of the context that is used for a service, Figure 5-4 depicts a snapshot of 
concrete instances of these classes. 

:Restaurant

-name = "La Venezia"
-adress = "Via Venezia 45"
-cuisine = "Italian"
-source = "www.foodguide.com"

:Location

-id = 9879
-source = "www.map24.com"
-city = "Rome"
-street = "Via Venezia 23"

:User Profile

-name = "Giovanni"
-adress = "Via Appia 3"
-id = 12345
-source = "www.userid.com"

:Dinner Recommendation

:Food Preference

-cousine = "Italian"
-price level = "medium"

:Dinner Option
*

has

 

Figure 5-4: Instance model for different context classes 

5.2 Categorization of Context Information in SMS 

As a basis for modeling context information in SMS, its partners collected different 
(sub)categories and attributes of context information that are likely to be used in the final 
system. An inventory of this collection can be found in chapter 2.2, while the subsequent 
chapter introduces a taxonomy for context information that tries to resolve different modeling 
related issues and integrate them into the SMS Context Model. 

5.2.1 Dimensions of Categorization 

Next to the description of context information, the dominant part of the last contributions 
concerned it’s processing, diversification and evolution. For a systematic approach to building 
an appropriate SMS context model, it is necessary to deal with related aspects and extend the 
proposed SMS Context Model accordingly. This model builds upon the ContextUML meta-
model which differentiates between atomic and composite context. At this point it is 
important to think about what these terms mean for SMS context modeling. Atomic context 
can be seen as single context information that is gathered from a sensor. But is it still atomic if 
it is refined or translated? Which mechanisms can be applied to atomic context, to composite 
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context or to both? At which point is context information high-level or low-level? How can 
the SMS Context Model be extended to include these aspects?  

To put some order in these terms that describe the processing, diversification and evolution of 
context information (e.g. atomic and composite context, high level context, quality of context, 
…) and which are somehow related yet not clearly separated, a definition and meaningful 
taxonomy is proposed:  

Context information can basically be processed/evolved in 2 dimensions: quality and quantity, 
which can be mapped to and described by the two pairs of opposite terms low-level/high-level 
and atomic/composite context information. 

The differentiation between atomic and composite context is quite clear:  

·  An atomic context information is a single context information that is acquired from 
some kind of sensor (e.g. physical sensors, database, explicit user input, …). 

·  Composite context information consists of different atomic and/or composite context 
information which are gathered and processed by different mechanisms.  

·  These mechanisms (e.g. collection, history, inference, ….) take two or more atomic or 
composite context information and turn them into a new composite context 
information. They can keep the composite nature of composite context (e.g. a user 
profile simply collects and consists of different context information next to each other) 
or derive a new, single yet complex context information, e.g. behavior which is based 
on a context history of many similar, temporarily ordered context information. 

 

The level of how complex or abstract both atomic and composite context information are, can 
be rated on a scale between low-level and high-level. The grade of low-levelness or high-
levelness can be described by generic Quality of Context (QoC) parameters. Different 
mechanisms can change the level of context information (be it atomic or composite). They 
turn atomic context into atomic context and composite context into composite context, but at 
a higher, lower or even the same level. Examples for such mechanisms are: 

·  Refinement (“high level: traveling to x, lower level: at the airport, lower still: needing 
to check-in, lowest: sensed at queue”) 

·  Translation/Transformation (e.g. from GPS-NMEA data to a street address), etc. 

·  Inference 

This categorization of context information between the dimensions atomic/composite and 
low-level/high-level context allows keeping the model rather simple and see context 
information at different levels. The modeling of atomic/composite context is already included 
in the SMS Context Model (through the derivation from the ContextUML meta model) and 
the determination of context as low-level or high-level can be achieved by associating every 
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context information entity with appropriate Quality of Context-parameters. Table 2.1 shows 
examples for context categorization using the 2 dimensions of high/low level and 
atomic/composite context: 

Table 5-1 : Combinations of low/high level context and atomic/composite context 

 Atomic  Composite  

Low level GPS positioning data, time user profile (collects different values 
e.g. name, address, age, sex, …) 

High level street address, afternoon behavior (based upon a history of single 
context information) 

 

5.2.2 Context Categories 

The following (sub)categories of context information and their attributes have been collected 
by SMS partners so far. 
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User 

·  Context information about single persons/users; attributes could be collected in a user 
profile 

·  name, age, sex, job, demographic, payment details, preferences, activities, hobbies, 
languages, … 

Device 

·  Context information about (mobile) computing devices; attributes could be collected 
in a device profile 

·  type, input, output, resolution, memory, processor, software, operation system, 
connectivity methods Service, service type, ... 

Location 

·  absolute, relative, semantic, virtual, orientation, … 

Network 

·  type of connection, data rate, … 

Security/Privacy 

·  authorization, passwords, accepted protocols, connection ports, sensitive info 

Date/Time 

·  virtual, timezone, … 

Social Context 

·  Describes the social environment of service users. 

·  business, leisure, with friends, active group, … 

Physical Context 

·  Describes physical phenomena  

·  weather, temperature, traffic, … 

Service 

·  Describes (formal) properties of services 

·  input, output, parameter types, … 
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Quality of Service 

·  Describes constraints of services and their provision 

·  minimal bandwidth required, minimal computation capacity, end-user perceived 
response time, image quality, streaming quality, freshness, relevance, timeliness, 
history, ... 

Payment 

·  CC, Bonus, prepaid accounts, postpaid,... 
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6 Architectural Implications of Security, Privacy a nd 
Trust (SP&T)  

Several security aspects, in particular privacy concerns and trust establishment, have 
implications on the architecture on several levels. SMS aims to show how to integrate these 
aspects in the architecture instead of adding it later when security, privacy and trust issues 
arise, and their proper use has to be controlled manually. 

Security can be regarded as a subset of non-functional aspects of a service specification. 
While many non-functional requirements are evaluated and satisfied during design time, 
security also needs a significant support at runtime similar to the implementation of functional 
requirements. 

6.1 Basic Terms used  

Because there is no such thing as a "secure" system, security covers several aspects to reduce 
the impact of risks using SMS services. The classical list of features is more or less server 
oriented: 

·  Confidentiality: to protect the information content against eavesdropping. Uses en-
cryption, and requires key establishment structure 

·  Integrity: to protect the transmitted data against modification 
·  Authentication: to protect against masquerading (false impersonation). 
·  Authorisation: to protect access from deliberate use 
·  Availability: to protect against denial of service attacks 
·  Accountability: to protect against not or wrongly charge of services 
·  Non-repudiation: to protect against  denial of receipt 

 
In the context of SMS, the emphasis is on two other aspects, mainly from the mobile user's 
view: 

·  Privacy: to protect personal information from undesired use 
·  Trust: to reveal, make transparent and let the user control the amount of confidence he 

can reasonably place into mechanisms, roles, and parties. 
 
Privacy does not only deal with information content, but also with meta-information about 
who used which service, that could be collected with respect to the single user person. 

6.2 Levels of interference 

Security influences the architecture as follows: 

·  Provide an adequate set of primitive and aggregate functions to allow any service and 
client to use the necessary security mechanisms  

·  The user profile containing personal data must be protected (in a way transparent to 
the user)  
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·  Some functions are better extended by extra security-related parameters, instead of 
calling security functions  

·  In the authoring process, allow to check (and also ensure) the use of required security 
functions, or even add them automatically  

·  Provide a user-centered design of security mechanisms 
 

6.2.1 Provide security functions 

The set of security functions is not only determined by what would be desirable, but also what 
is available in the, generally Java based, target devices. Thus, the Mobile Information Device 
Profile (MIDP) for the Java 2 Micro Edition (J2ME) defines the basic set to start with. It is 
important to go to MIDP 2.0, because version 1.0 lacks practically all security support [16]. It 
still has to be checked how much of this profile makes use of chip card technology, and what 
is missing in the sense of better user interface design. 

As concerns the aspects of privacy and trust, MDIP 2.0 does not contain functions to 
specifically support this goal. 

6.2.2 Functions to be augmented with security param eters 

In general, and in particular in object-oriented programming, functions and methods are 
defined according to the least-necessary principle, i.e. to have as few parameters as possible, 
and to combine the functions and methods as required. In particular, this means to separate 
security related functions from service related functions. However, the real concurrency in 
distributed applications has to be observed, unless we have the seldom really stateless service 
like pure information query (but which also has a privacy aspect). SOA claims to be stateless, 
but in real distributed SOA applications, there are some pitfalls, in particular with consistency 
and transactional integrity [17], that require to create more complex functions than within an 
OO environment. Thus, especially the network related functions need either to be augmented 
by session identifiers or the like, or to be made more complex with extra, in this case security 
related parameters, in order to reduce the context between function invocations. 

 
Adding security related parameters to service functions are to be considered as follows: 
 

·  Design guidelines for a class of services may demand, that a pair of service and secu-
rity functions always have to be used together. In this case, a composite function could 
be more convenient and result in better understandable code. 

·  There is a consistency requirement, e.g. thread safety, which requires extra synchroni-
sation in order to assure that the service function and the security function refer to the 
same state. In particular in distributed systems, it is necessary to ensure that two calls 
to a remote device really reach the same device (defined by its state). E.g., if the secu-
rity related call is the second one, it might fail due to temporary connections problems, 
and thus potentially compromise security. The effort to avoid these pitfalls may be sig-
nificantly larger than to combine both functions to a single remote call, which is 
atomic (at this level). 
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·  Network efficiency could also dictate the integration of security functionality into a 
single service call. 

 

Mostly, this kind of adaptation will be guided by practical experience, even if some could 
already by identified during the final specification review process of the service interfaces.  

 

6.2.3 Authoring support for security aspects 

In the authoring process, security functions could be made available like any other function 
used to implement a service, and leave the proper use and the consequent application of 
security functions to the author of the application. This is clearly an error-prone situation. 

Integrating the security aspects into authoring means that at least a warning is issued if 
insecure combinations of service functions are used. 

This could call for a kind of coloring of service functions, depending on the required class and 
level of security functionality. E.g., a function that retrieves private information from a local 
store in a mobile client is marked to reveal sensitive information. If this information is passed 
to a function that transmits this information to a remote site, the channel must be protected 
against eavesdropping and the receiver trusted, i.e. authenticated to a given level of trust. This 
means, that the function to transmit the information has the same (or a compatible) color as 
the function that reveals the information. 

This process of ‘coloring’ is similar to 'tainting' used in e.g. Perl and Ruby for Web Scripting, 
where variables containing user input are tainted and may not be used for potentially insecure 
actions like shell execution or SQL statement generation, unless filtered for syntactic 
correctness. This idea extends to static vulnerability checking [18] for programs.  

The better solution would be to use a kind of security aware flow, e.g. similar to the Proposal 
by Li and Zdancewic [19]. While there is no established solution here, the chosen workflow 
system could be investigated if an information flow based security could be added; but only 
on an analysis level; implementation may be beyond the efforts allocated. It has still to be 
evaluated if flow analysis from the privacy point requires only to be modified or really is a 
new approach. 

Also, a service created using an authoring tool that ensures a certain security policy, could be 
signed as conforming and used to establish trust in the proper execution of this service. 

6.3 User related aspects 

Privacy and security of a user’s personal information is very important in the SMS approach; 
any identity-related services or applications – and personalisation services are key samples of 
this class of services – need to be compliant with the applicable privacy laws and regulations, 
and therefore need to put in place the security mechanisms that ensure that privacy 
requirements  and regulations are satisfied. 
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6.3.1 User centered security design 

Security has since years concentrated on cryptographic and implementation problems, but 
failed to disseminate the solutions broadly because the needs of the user were not properly 
considered [20]. Thus, in SMS, the demonstrator applications derived from the scenarios are 
made such that the user has a chance to understand the security aspects and can easily control 
the security aspects of the application. In this context, Trust is a very significant concept, 
because some of the obscureness (and weaknesses) of current security solutions lies in the fact 
that trust is implicit, but basic for the understanding of secure applications. But this has 
implications on the user interface design as well as on the architecture itself because adequate 
mechanisms have to be build in early on in the process. 

6.3.2 User profile protection 

The user personal profile will contain highly sensitive information and it must be ensured that 
access to such information is granted only to parties that have such right. Further different 
levels of privacy may apply to different information elements, accordingly different privacy 
policies must be applied and ensure that such policies are applied. 

Thus, the personal profile is a key element for privacy as it actually represents the user and 
stores a complete set of personal characteristics, some of which can be updated according to 
monitoring user's behaviour. As far as it may involve political or religious preferences, etc, the 
user should have a proper control over the data so as no violation of his/her private life would 
occur. Therefore, personal data present in the personal profile (wherever it is) should be: 

·  verifiable and modifiable by the user; 

·  disclosed (i.e. sent to a service) under control of the user; 

·  sent only as a subset as requested and required by the service, 

·  forwarded to third parties only with explicit consent of the user; 

·  not stored by neither the operator nor any other service beyond what is necessary for 
the correct processing of the service sold to the user. 

If, to allow the user a comfortable editing, the profile data is as a whole transmitted outside of 
the SMS device, this transfer must be secured as well as the access to the profile, and the copy 
back to the SMS device. 

See next section for the current concepts for controlling the profile data disclosure. These are 
regarded preferrable over temporary profiles, whenever a user wants to publish interest for a 
certain topic for a certain time span only (e.g. typically a study period, involvement in a 
project, or simply in order not to be bothered with unsolicited notifications after he has moved 
to another subject). 
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Currently, many applications rely on a unique identity of a person for access, opening a 
number of risks [21], including privacy issues. Thus, anonymous access is an option, as far as 
the integrity of the system is not at risk and the applicable laws and regulations are not 
infringed. 

6.3.3 Using Trust Policies 

It is assumed that the user would be overloaded to determine at each transaction whether and 
what private data to transmit. Experience shows that a user is at this time bound to fulfill his 
primary intent to get a service, and would be nagged by security questions, tending to be very 
generous just to continue. 

In SMS, the solution to be evaluated assigns to each private information a level of required 
trust in order to send this information to a service. When a service is connected to, the trust 
level of the service is evaluated, using digital certificates and the GPG web of trust functions. 
Only those items are sent to a service for which an appropriate trust level is given. 

Clearly this unattended, policy based solution is not perfect; but it is expected that it better 
keeps the privacy interests of the user than a conventional one. 

6.3.4 Data confidentiality 

Data confidentiality ensures that information is disclosed only to intended recipients. This 
includes the protection of the communication path, but also to assure that only authorised 
persons. Reasons to enforce data confidentiality are: 

·  privacy protection for individual user desires 

·  protection related to corporate or governmental regulations and policies 

With respect to the latter, detailed aims related to Personalization & Privacy Management are: 

·  to give to final users the capability to manage their profiles (demographics, 
preferences,…) allowing full control on explicit and implicit (inferred from system) 
according to European Community and national directives regulating privacy issues. 

·  to enable services to become personalized when they are provided according to the 
user’s preferences and tailored to the context the user is in at the moment. 

In order to automatically check rules and policies, the P3P standard [22] could be used. 
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7 SMS component services and their operations 

This section identifies the component services and their operations. The work originated from 
the results of WP2 included in deliverable D2.1 [23], in particular the detailed functional 
requirements, including the list of “end-user” services were taken into account in order to 
identify the component services. 

The specification of operation is derived from WSDL. In WSDL there are four types of 
“Operations”: One-way, Request-response, Solicit-response, Notification. An Operation uses 
one or more “Messages”.   

In the rest of this section we will use the following notation: 
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The corresponding UML notation is as follows. 

A UML component that receives a request and provides a response implements or realizes an 
interfaces which contains a WSDL RequestResponse operation. The RequestResponse 
operation has one “in” parameter (i.e. the input message) an one “return” parameter (i.e. the 
response message). The input message and the output message are defined using UML class 
diagrams. The Request response operation may raise an exception which corresponds to the 
Fault message in WSDL and it is represented using a class diagram in UML. 

A UML component that receives a request and do not provide a response implements or 
realizes an interfaces which contains a WSDL One-way operation. The One-way operation 
has one “in” parameter (i.e. the input message). The input message is defined using UML 
class diagram. 
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A UML component that sends out a notification uses an interfaces which will be provided by 
the receiver component and which contains the WSDL notification operation. The notification 
operation has one “in” parameter (i.e. the input message). The input message is defined using 
UML class diagram. 

 

7.1 Authentication and security components 

7.1.1 Authentication and authorization 

This component is used to check the identity of entity (typically a user) and to verify that the 
entity is authorized to access a service 
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NB Service could become a ServiceType or a ServiceID 

 

7.1.2 Authentication 

This component is used to check the identity of an entity (typically a user) 
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7.1.3 Authorization 

This component is used to check the authorization of an entity (typically a user) to access a 
service 

�
��
���
�����
 � ��	������	����� ����� 
���
���������#������

�� �� ��	������	������ ����� 
���
���������#������

�� �� ��	������	������ �������
����$�����
��

NB Service could become a ServiceType or a ServiceID 

 



 

D3.1 Initial system architecture specification 

 

 Page 74 of 95 

7.2 User Interaction components 

7.2.1 User Interaction  

This component is used to interact with the user, presenting information (the lists of services, 
the memos, the service content)  
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The operations of the User Interaction components can be understood by referring to section 3 
of document user-interfaces-thoughts-TC-RAL-WP3-06028-v1.doc. 
 
Page manipulation (may be it is a separate component, may be it is out of the scope of the 
component modelling) 
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7.3 Location based components 

An analysis of the state of the art of existing location based services has been performed and it 
is reported in Appendix D of this deliverable [24]. 

7.3.1 User presence trigger  

It detects the fact that a user has entered an area. 
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7.3.2 Interact with navigation SW 

It provides a set of commands to interact with navigation SW. 

Display position: it displays a position on the navigation SW. 

Display path: it displays the path from start to destination on the navigation SW 

Drive to position: it drives from current point to a destination on the navigation SW 
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7.3.3 Update my position == “I’m here” 

It updates user location information on a recipient (typically a server side element) 
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This component can also be used in updating the user’s location with a virtual one. For 
example when a user edits the position info of his profile data, this service component can be 
invoked automatically and result in updating the service list for the current location (which 
will eb the virtual one). 

7.3.4 Asking the user location to the user terminal  == “Where are you” 

This component is used to query the user position to the user terminal itself. 
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7.3.5 Asking a location to a server == “Where is he / Where is it ?” (Get entity 
position) 

It queries the position of an entity (a user or a place) to a server. 
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7.3.6 Position provider 

It provides the position of an entity on request. It may be the object itself or a third entity that 
knows the position. This notification is sent when the entity position changes to other entities 
that may be interested in this information. 
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7.4 Profile and Identification components 

7.4.1 Profile Data 

7.4.1.1 Get profile data 

Provide user profile data upon requests compliant with the XRI standard 
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Comments: not all XRI that are passed in the request are valid, an invalid XRI causes a Fault; 
valid XRI  are those which specify authority, data type and instance of the profile resource the 
requester is looking for (see http://www.oasis-
open.org/committees/download.php/15377#search=%22XRI%20Syntax%22). Finally, the 
response should be more meaningful than an xml stream, therefore we’ll probably change this 
allowing the component to return an instance conforms to the data type specified inside the 
XRI ����������������	�
������  in the request (maybe we can use anyType and cast to the specific 
data type).  

Note an exception (fault) could also be returned if the requester has no sufficient right to 
access the requested profile information. 
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7.4.1.2 Set profile data 

The user is enabled to modify the parameters of his profile (personal information, user 
preferences, CC or DD numbers for billing activities, etc.). The location of the user (which 
can be part of his profile) may also be changed to a virtual one. 
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7.4.2 End-user service discovery 

This component is able to search end-user services based on context information and/or 
specific user requests. It is inserted among the profile related components, as the search is 
typically based on profile information. 
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7.4.3 User identification from device id 

Provide user identification (also pseudonymized) using device identifications as input (e.g. 
MAC address, BT address, RF-ID, telephone number, email address, etc). 
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Note: here we get the user identifier but not information about his identity ;-) I better explain 
this concept: when we make a request, we get back an userID, which is an identifier assigned 
by the system to each subscribed user; this identifier cannot be used directly to contact the 
user because it is not e.g. an email address and it cannot be used to get e.g. the user’s age or 
name. This information are part of the profile data associated to the user and have to be asked 
to the aforementioned “Get Profile Data” component.Since a single device could be assigned 
to more than one user, but this should not happens at the same time, we should consider this 
component as answering the question: which user is using this device NOW? 
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7.5 Terminal Applications wrappers components 

7.5.1 Contacts Management Service 

The Contacts Management Service provides capabilities for managing the user's contact list. 
As an option the component can provide synchronization to an external program that manages 
contacts such as Outlook. 

Related Tasks 

�  Add Contact: Adds a new contact to the user's contact list 

�  Modify Contact: Modifies the details of a contact 

�  Delete Contact: Deletes a contact from the user's contact list 

�  Add Contact Group: Adds a new group to the user's contact list 

�  Modify Contact Group: Modifies the details of a group 

�  Delete Contact Group: Deletes a group from the user's contact list. The contacts contained 
in the group are automatically placed in the "default" group. 

�  List: List the records of the contact list 

�  Search: the user can specify criteria (contact details or group ) to look for a contact in the 
list 
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7.5.2 Calendar Service 

Related Tasks 

�  Calendar  

�  TO-DO list with automatic notifications 
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7.5.3 Short Message Service (Wrapper) 

Related Tasks 

�  The user will be enabled to send SMS to contacts included in his contact list or any other 
MS-ISDN. The SMS will be used for memo sharing or Recommendations outside the cov-
erage of the SMS Points. For example if a user decides to share a memo with a non-SMS 
user friend, the latter will be notified by means of an SMS to his mobile phone 
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7.5.4 E-mail Service (Wrapper) 

Related Tasks 

�  The user will be enabled to send e-mails to contacts included in his contact list or any other 
e-mail address. The SMS will be used for memo sharing or Recommendations outside the 
coverage of the SMS Points. For example if a user decides to share a memo with a non-
SMS user friend, the latter will be notified by means of an e-mail. 
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7.5.5 Text messaging service (Wrapper) 

Related Tasks 

�  Real time chat between two or more SMS users will be supported 
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7.5.6 Payments Service (Wrapper)  

The payments service provides automatic payments achievement through the SMS 
framework. 

Related Tasks 

·  An identified user will be enabled to make payments via the SMS payment component. 
The billing details (Credit Card Number, Direct Debit Bank Account, Pay Pal ID, SMS 
prepaid points etc) will be included in the user profile that has automatically loaded at login 
time. As aforementioned, the billing details may be modified by using the user’s profile 
data. 

·  Particular focus will be given to security issues. 

 

7.6 SMS memos and SMS points components 

7.6.1 Memo Management Component Service 

Here we describe the functionality and relative parameters of the Memo Management 
Component service. Because the MemoManagement is a compound component service, with 
many functionality, we decided to denote each component service operation with the prefix 
MemoManagement, for example 

MemoManagement.storeForLocation(….) 

7.6.1.1 Store a Memo For a Location 

Create and store a Memo for the current location/acquire pre-existing Memo for the location 
(e.g. a business card for a restaurant). This is currently defined as a notification (but a request-
response operation may be needed as well). 
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7.6.1.2 Store a Memo For a Person 

Create and store a Memo for a person/acquire a pre-existing Memo for the person (e.g. a 
friend’s business card). This is currently defined as a notification (but a request-response 
operation may be needed as well). entityID is the same of the receiverID, so only one 
parameter could be used.  
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7.6.1.3 Store a memo for a service 

Create and store a Memo for the current service/acquire pre-existing Memo for the service 
(e.g. a business card for a restaurant). This is currently defined as a notification (but a request-
response operation may be needed as well) 
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7.6.1.4 Share a Memo 

Share a Memo (ones own card, a card for a location, a card for a person, a card for a service) 
with another user/ a group of users/ a service/ all SMS users. 
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The receiverID could be a ServiceID, a LocationID a PersonID 

7.6.1.5 Tag a Memo 

Add a tag to a memo making it “personal”. I assume that this operation is done on a memo 
stored on the device used to tag the memo. So this could be seen as a self OneWay operation, 
where the EntityID  that made the operation is the receiver of the operation. 
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The tag parameter overwrite (if overwrite==TRUE) or is appended (if overwrite==FALSE) to 
the tag field of the memo memoID 

7.6.1.6 Rate a Memo 

Rate a person/location/service described by a Memo (e.g. by assigning it a number of stars). I 
assume that this operation is done on a memo stored on the device used to tag the memo. So 
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this could be seen as a self OneWay operation, where the EntityID  that made the operation is 
the receiver of the operation. 
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The rate overwrite the actual rate stored in the rate field of the memo memoID 

7.6.1.7 Edit a Memo 

Associate a text comment with a Memo (e.g. “fabulous!!!). I assume that this operation is 
done on a memo stored on the device used to tag the memo. So this could be seen as a self 
OneWay operation, where the EntityID  that made the operation is the receiver of the 
operation. 
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The text is overwrited or appended (depending on the value of the overwrite flag) to the memo 
field memoFieldID. 

7.6.1.8 Delete a Memo 

Delete an already existing memo that is associated with a certain Position, Service or Person.  
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7.6.2 SMS Point Management 

This component will be used from the Service Developers for the SMS Points management. It 
will determine the behaviour of an SMS point, meaning which services will be available as 
well as the visibility of these services.  

Related Tasks 

·  Create: The developer of a service or a certified IT administrator will be able to create SMS 
points. The SMS services will be available to users roaming inside the coverage of the 
SMS point. 

·  Edit: The parameters of an SMS point, such as , may be modified 

·  Delete: Deletes the SMS point 

·  Make Public: The SMS services provided by the SMS point will be available to any user 
within the coverage of the SMS point. 

·  Hide: The SMS services provided by the SMS point will be hidden.  
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·  Define Visibility: The SMS services provided by the SMS point will be accessible only to 
certified users. For example only the duty manager supervisors will be able to report a fail-
ure for the airport infrastructure 

 

7.7 Miscellaneous components 

7.7.1 Get time 

It retrieves the date and time, as it may be needed by some services. 
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7.7.2 Get object list 

It is a generic component that retrieves information (a set of objects) from an information 
provider according to a query. (Example: “give me the list of all friends that are in a given 
area” as needed by “Show my friends around” scenario). 
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7.7.3 Interact with weather SW 

It retrieves weather information regarding a given location. This feature is necessary for the 
service list construction as context information. The weather forecast may also be requested 
by the user.  
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Note: The structure Weather can include weather info including: ��
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7.8 SIM based functions for SMS 

In this section, we describe services which can be provided by the SIM. The description is 
organized into the four groups Location Information, User Interface, Security, and Service 
Trust Verification. The services included in the first three groups basically make use of 
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already existing functions of the SIM which are made accessible on the application level. The 
methods for Service Trust Verification in contrast will be developed within the SMS project.    

  

7.8.1 Location Information Service 

Modern terminals might want to make use of GPS based location determination. To enable 
backward compatibility for older handsets, the SIM can provide several functions for 
determining the current cell id and thereby the approximate location: 
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getCurrentLocation allows for requesting the current Network information like 
Network/Country code, Location Area Information and the current Cell Id. The structure 
LocationInformation contains MCC, MNC, LAC, and CI. Depending on the handset 
capabilities not all values might be available. The handset needs to be registered to the 
network with a valid subscription. 

An example output is: 

MCC = 262 
MNC = 01 
LAC = C3BA 
CI = 8F47 
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In order to avoid polling, the user of this service can register for an alert when a distinct cell id 
is detected.  
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Without the optional parameter toleranceLevel, this function offers a similar functionality as 
registerLocationForAlert, where the user registers for the current location. The optional 
parameter toleranceLevel enables a kind of learning mode. The structure ���
 ���
�
!
� ��

includes a parameter timeout indicating the period allowed for searching a cell id and a 
parameter numberOfCellIds indicating how many shall be received. Further parameters are 
conceivable both for the registration-function as well as for the alert-function. For the latter it 
may for instance make sense to define a delay in order to avoid too frequent alerts on the 
border between different cells. 

7.8.2 User Interface Service 

In the following, we describe several functions for supporting interaction between the user of 
the mobile device and the SIM. From a technical point of view, these functions are not 
difficult to realise. However, there may be some general security objections. The basis of 
these functions are SIM toolkit functions. These functions are usually called by applications 
on the SIM, which can be assumed to be trustworthy. When calls from the handset are 
forwarded to the SIM, mechanisms for establishing trust and security have to be in place. One 
option is to combine the methods listed below with methods for authentication. 
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This is an interface to display an input box on the screen of the mobile phone. The parameter 
captionTextData may contain approximately 14 simple chars. The response includes the text 
input from the user. 
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This is an interface to display an item selection box on the screen of the mobile phone. The 
response returns the selected item to the user of the service. 

The described functions based on SIM toolkit enable an access to services provided by the 
SIM, which is however very restricted. In addition to these functions, we propose a generic 
function for launching card applications. As a matter of fact, the security objections described 
at the beginning of this section, are also valid for this function. The signature of this functions 
has to be refined. 
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7.8.3 Simple Security Services 

In the general list of components, a couple of functions relating to security, privacy, and trust 
are included, for instance: 

�
��
���
�����
 � ��	���	���	�����	������	�����


�� �� ��	���	���	�����	������	������ ����� 
���
������������#�����

�� �� ��	���	���	�����	������	������ �������
�����$�����
��
����� �� ��	���	���	�����	������	�������	 ������������
�������
���

 

�
��
���
�����
	 � ��	���	���	�����


�� �� ��	���	���	������ ����� 
���
�����

�� �� ��	���	���	������ �������
�����$�����
��

 

�
��
���
�����
 � ��	������	����� ����� 
���
���������#������

�� �� ��	������	������ ����� 
���
���������#������

�� �� ��	������	������ �������
����$�����
��

 



 

D3.1 Initial system architecture specification 

 

 Page 87 of 95 

�
��
���
�����
 
��	�����������������


�� �� ��	���������������������	 �����������������	�
��������������
��������������������������
�	�
��������� 
���
�����


�� �� ��	����������������������� ���!"	����������
�����
����� �� ��	�������������������	 �������
�������
����

 

The signatures of these functions are not final. From our point of view, it is difficult to 
precisely define the parameters in general, as the functions depend e.g. on the context where 
they are used. In either case, all these services can – and should – be implemented on the SIM. 

A couple of basic functions needed for this purpose can be provided by the SIM. The crypto 
API provides methods for: 

·  Encryption / Decryption based on symmetric algorithms (DES, AES, 3DES) 
 
Encryption and decryption can be a service by ist own if for instance an application 
wants to encrypt a message using a hidden secret key in the SIM. Furthermore, these 
functions can be used within complex services, for instance for an authentication 
service, which is based on a common secret of the parties involved in authentication. 

·   Encryption / Decryption based on asymmetric algorithms (RSA) 
 
Asymmetric cryptography is needed in a couple of services, in particular for the 
services outlined in the following section, but of course also when PKI shall be used. 
Support for asymmetric cryptography depends on which SIM is used, but in general 
SIMs supporting asymmetric cryptography including oncard key-pair generation can 
be provided to the project. 

·  Hash algorithms (MD-5, SHA-1, SHA-2) 
 
These algorithms are part of many crypto services, for instance for signatures. 

In general it is possible to provide access to these functions as they are specified in the Java 
Card API. This can be done in a similar way as for the SIM toolkit functions. However, the 
usage of the crypto functions is not straightforward. An encryption of a message for instance 
requires to call several functions of the API. Therefore it seems to be more appropriate to 
encapsulate these function calls in services as they are listed at the beginning of this section. 

7.8.4 Service Trust verification Service  

To ensure a trusted service infrastructure PKI seems to be beneficial. But PKI elements like a 
strict and global CA is conflicting with the open service infrastructure of the SMS project. 

Therefor an open trust mechanism is required. The idea is to enable a web-of-trust for services 
(similar to RFC 2440 for e-mail correspondence) with an de-central verification concept based 
on smart cards. 
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Unique Identifier 

The user identity is bundled to the subscription as a unique and public id. 

Every service entity has its own id. The validity can only be verified, if the service is already 
known.  

Asymmetric Cipher 

It the intended infrastructure of SMS services it is difficult to securely exchange a secret. 
Therefor asymmetric cipher will be used. Every service, and also the user will have a key-pair 
of public and private keys. 

Known Services Batch 

The smart card can store a service identity on its ‘known service batch’ including their entity 
id and their public key. The benefits of using the SIM for storing these information is the 
tamper-proofness and the portability of this personal security token. 

An interface provides adding and deleting of entity entries: 
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Individual Trust Level Ranking 

Trust level of a service can be individually ranked by the user. Probably the user will not make 
use of the feature directly but a policy analysing component will. For security reason it will be 
necessary to ask the user for an personal pin code before making changes on the trust level 
ranking. 
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Service Signing 

Service entities can sign each other to prove their belonging. This can be for example used for 
chain stores. The signing party can be also e.g. the airport which signs all airport related or 
placed services. 

The signing information will also be stored on the known service batch on the card and can 
have impact on the trust level.  
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Example: 
The airport athens is already known to the user and stored on his known service batch on his 
card. The trust level is positive. If now the so far unknown airport bookshop is being noticed 
its trust level will be also identified as more trustable because its service identity is signed by 
the airport identity.  
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This is the interface to verify a service offer. If the service is already ranked in the ‘known 
services batch’ its trust level will be returned. The trust level is not intended as a final 
indication of the trust about the service. As intended in the overall SMS architecture, other 
components might just interpret this value in context of other information like policies for 
final conclusions.  
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This interface can be used so sign service requests of the user to proof integrity also to the 
service entity.  

This interface is also nessesary to export the user identity for the service entity.  
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Known Service Server Synchronisation 

 


�
��� � ��
�	�#���	$+����%��"��
��

														�� �� ��
�	�#���	$+����%��"��
 ���

 

This is an optional feature for synchronising the user batch of known services and possible 
trust level with a server database e.g. provided by the operator. This feature does not conflict 
with the open architecture of SMS, it enables just an additional service to check on the trust of 
services. The data exchange needs to be realised via a secure channel like the secure encrypted 
OTA (over the air) interfacing to the SIM card.  

Backup Server 
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Even if today’s SIM cards are having a much longer use-time than e.g. mobile phones, it 
might be necessary to change the SIM. Therefor a service can offer a backup service for the 
‘known service batch’ data. This can be just understood as an optional feature. The backup 
and restore has to be realised via a secure channel. 

 

7.9 SMS system components 

7.9.1 Self Reflection 

This is not a component but a feature of all components. Any component should provide an 
interface which describes its own interface, i.e. an additional operation like 
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The interface description contains the list of operations, messages and data types related to the 
component service interface. 

If we arrange the components in a hierarchical fashion, this interface should be provided by 
the root component. 

7.9.2 RunTime Reflection Component 

Unlike other components which are built upon the SMS run-time, the Reflection component is 
the SMS runtime and offers interfaces in the same way as any other component. 

 

SMS runtime 

C1 C2 
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Faults could be generated because of insufficient rights assigned to the requesting entity 

By the intercept message subscription a third component asks the runtime to be notified 
whenever a message is exchanged between two components. Since it is a subscription, and 
different subscription parameters may be specified, e.g. the message id, the parameters’ values 
in the message, the message’s sender/receiver, the time the message is exchanged, etc. 
(actually only the first two cases are taken into account in �
�������!������ SubscriptionOp1 
and �
�������!������ SubscriptionOp2) 
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8 Engineering Context Aware Services 

A major challenge of SMS is to promote the design of services that are simple to use because 
they can adapt to context variations. The objective of our work on Context Awareness is to 
enable designers to engineer context-dependent behaviour into new services, as well as to 
enhance existing services with contextual variations. 

Sub-goals of our activities, we will explore in top-down fashion are as follows: 

1. The identification of a proper software engineering methodology for the design of 
context aware services, which leverages, and better focuses on mobile services 
characteristics, current research in aspect-oriented modelling and design. We aim at 
making easier the weaving/ merging into a service’ logic, of alternative 
implementations of a program feature (as well as of new program features), which are 
suited to different contexts  

2. The design of mechanisms for run-time context selection, and dynamic activation and 
replacement of feature implementations, which fit the current context 

3. Linking 1) and 2) at the implementation level with the SMS infrastructure which 
collects and feeds context information  to services  

As a further step, we will study the applicability of MDA techniques and tools, to the goal of 
enable a designer to create context-aware services, according to the proposed method (see 
bullet 1), by working mostly or entirely at the model level. This part of the work is related to 
the service factory/ wizard activity. 

8.1 Weaving context dependent behaviour into a serv ice 

Everybody agrees that adding context-dependent behaviour to a program leads to complex and 
poorly engineered programs (‘lots of ifs’, scattered in the program, corresponding to 
behavioural variations).   

While this topic is not unique to mobile services (and has been researched outside of this 
field), mobility tends to stress the need for adaptivity.  

Types of variations which in general may occur: 

- Program features whose implementations varies for different devices/ peripherals 

- Or, for different I/O modalities which should be best used depending on context 

- Or, for different software environments to integrate with (for example, different 
backend Content Management Systems, or different location tracking technology) 
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- Also, program features or logic that varies across different ‘instantiations’ of the same 
application (e.g. a museum guide which is adapted to different tours/ exhibits) 

o Or, that must be adapted to be used by another provider (e.g. different 
museums which want to create their own museum guide, starting from a 
common, base implementation)  

We seek good programming (or modelling) abstractions, and ways to augment the object-
oriented paradigm to better support weaving/ merging of context-dependent code into the 
main service logic. Such abstractions should favour isolation of code related to context-
dependent behaviour from the ‘general’ service logic, promoting reuse etc. 

Some research on context aware services proposes usage of ‘rules’ to implement context 
dependent behaviour. However, rules do not go into the direction we just stated of good 
design practice. Research on object-oriented design and software reuse identified useful 
patterns and approaches to promote feature replacement (e.g. delegation, mixins).  

We will mostly investigate patterns from aspect-oriented design (e.g. “Cuckoo Egg”, Mock 
etc) as a way towards our goal. 

Several widely-used programming environments for the web (e.g. Spring, PicoContainer, 
Jboss) provide the practical mechanisms we will leverage for our experimentation activities 
(Inversion of Control, method interception,  dependency injection etc). 
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